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provider) o AT 100 14 (WEIOFA) 1, Z D9 B 20 1% OpenID Connect
bHAR—FLTWBE2, T/, WNOSEEN 2 23 E I Tni,

o AEFEHIFHA (2E) 20204 11 J (#lAl) & 202343 H (7+0—7 >
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— RFC 6750: The OAuth 2.0 Authorization Framework: Bearer Token Usage 4

— RFC 6819: OAuth 2.0 Threat Model and Security Considerations’®
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— RFC 7523: JSON Web Token (JWT) Profile for OAuth 2.0 Client Authenti-
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— RFC 7636: Proof Key for Code Exchange by OAuth Public Clients
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TR XS 525813 Philippaerts, Preuveneers, and Joosen [2022] ICHARE ST\ %, T OFRRLOER S I35
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WD 2021 45 A 20 HRFE DO S DD B EN TV 5,
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WZBWC, IIATVIBET 7R b=20 %) U= - F=NIEETHFIEP 2 v =T EA
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COEHRETTHIE, OAuth2.0 ICBIFBEF 2 7 1 Ok, 7o bav kg - EHTBICEET
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I=F-FxLbrIeny P aliBxEHT 5, b= U7 IZAMIBWC, 7547 MR
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BHRINT 7 XA LTCT AL - F—=2A%FETT %o

@ FAbL - r—ADFERNP L, HENRIEIZB T 5 K ERFIHOEBIRDIL
EPOPICT B30, ERFESWLEN T AW LIZEoTEL)
LR TN BT 2 B E DT %o

A. ELHAE - HER

FELOFA - SHTAT 2020 4E 11 H & 2023 4E 3 HICFNENERBI N, Tk

RN THEUTOEL) TH %,

CHRBENRES YR L TWARIT 7O OB O— 12 LTk, 2020

20

E1 AOREIZBWC, #Wa—F - 70—%4%K—F LTk 5k
WEEDOK 94% TH o720 ATV Ty b - 70—, JY—RA - F—F— %
AT=FK-Z2LFrix)b: 70—=%%RK—- b LTWEIEELENEHEKOL
37%. 3% TH-o72,

FEARLEEICH U B BERFEHOREEEGWVWERIIMEL LT, KL 727 X
b —ZABF A - =AM EOAEE (LK (failure rate) ) 2 % HH
L7z RMEBEPMRNIZ EZERFHOTREEWAEW EHITTE 5, 2023 4 3
HOPFAETIZ, OAuth2.0 D7 L — 47 — 7 OEHEAEE RFC 6749 I2BWT, 4
B L OHERBOFRFIHICHIGT 5T A N - 75— ADRBEEPZNZNH 19%.
¥31% CThHotz (F2%228MH), t¥2)714 - XA BV TIFT7574
AT, EB L OCHEROZRFINI SIS T 5T A N - 57— AOKRBENENZE

O — FOIEYS RS LT 5,

FA N =2, ENSERL A, BT A ERFESH SN TRV EHBI AL LI
VER &N D, BlZIE, ERFEMN [T T4 F v - 2547 v NI — NI Lk %
EL TR SR (WETHS)] L) boogEe, SHICHIET AT A - F—2A& LT,
[Z294T7 Y ME, 72947 "liEaEfT A2 R, BB —1noT7 278X - b—=27 %l
BWTAHIENTERV] LFEET S, I, AN ID REFHEZIIBNTIOT AN - F—AH
LS (2947 NETFRLTT 72 A - b= v OFESTREREE) . MISd 2 ERkE$
T 72 SN TV RWEHI§T5 2 L TE S,

AR R (SETRH) SR LTENRENT AL - r— A% FE/ML, ML —AHRF AL -
T AERICEDLEEERERNRET L ICENT L, 209 2T, R L727r — A0HE &% Hk
WRIEIZHLTFEL, #NETAL - r—ADFMERET B,

29



K2 BEEABLECE TR TAM - ¥—ADKREE (2023 £ 3 AiESR)

TR - r—RDKREE

DADEREE  HREOEREHE

REMLROARN-TFIT14R

RFC 6749 (Authorization Framework) 19.1 36.9
RFC 6750 (Bearer Token Usage) 0.4 62.2
RFC 6819 (Threat Model and Security

Considerations) 18 216
RFC 7009 (Token Revocation) 4.3 12.5
RFC 7523 (JWT Profile) 12.5 -
RFC 7636 (PKCE) 8.4 —
Security Best Current Practice 31.7 65.6
OpenlD Connect 16.2 5.3

% RAOBFOEAIZ N =1 ¥ bo HAVNE VT EERFIHOTLESG AR,

NI 32%. ¥366%TH -7,
CTFRANH—ZOERPSHBAL ~ELIEHENE - BRIILTOLEB) TH S,

OVUILyPa- b=V DEN - BR  H44%0FESFRE (20204 11 A

BEri) 1I2BWT, BT =2k 7y o - b—7 ORI HAE
WG otz V7 by ia s b= UV EERL-BTESRILZ, 2O
PN EoTT 7R - b= Y EAFTE, ZOMEFHEIE. £112B175
7547 MO OBIUIKHST 2B CEHN S NL MDD 5.
WA — ROEA  # 43% DA ST BT, B — /3% PKCE %
BYNZERE L TWARWEE2 233 - 721350, 9 14%OREICBWT, f#
FBEAOEN I — FPFHEFIRSNIZBIZT 78 A - b= VR iR THEAT
TAEGEND T2 ZOL) YA, BB — FEENL 2B EXT 7
YR N= VR ATTHIENTED, ZOMEHIX. F1I2BI 5Tk
Y NOHBHEGEEEROER LYy g VEBF ST X — ¥ OB RIG
TOLRBECEH SN RN D 5,

21 BIzAE, 7947 Y bBEEIC LT 7Ly va s =27 VOFERAZHIRL TWiARWwTr — 2%, 720
B NDEHFEADY 7Ly Ta - b—7 Y REPILL TR WTr —ATH b,

22 BIZAE, RBUH =\, I—=F - Fx Ly IO EEFRVETY) 7 A NEZELZICO20b 5
FTHEUAT TP aNAEZOFEHETE (T — - Avb—UEBELLYVET SO baviimkL
D L%V ZF=ADPEAENTWD, TOE)Rr—A2BWT, WEHIE, F)72A M a—
F-FxLryIPORZEIRTAZ EICE > TPKCE 2 LT 52 LA TELYE0H S (PKCE 5
UL — R,

30 2m7E/2025.1



=T APIDtEF 1T v

@ IFAT7MADEYTEL I 24BDOFENRILICBNT, 7547~
N SREEERNICH BTG M RFE L T B I b 6§, BB =1\ =7~
‘-Uﬁlxb®W&Em7747ybm£%ﬁ@’%ﬁb&w%éﬁ%o
720 STOXI) BEGE. WEZFIIFETH— NI LTI IAT Y MR DT F
TIENTED, ZOMEFEE, BFLICBITL2254T7 2 M50,
M — O BB REDEH . BRI 7 T A M OWE., RIERT 7)) Offi
M.ty da VEHBRT A= OBFUIIET 5 BECTEH S LA WTRE
V5o

C)D7 T7ANVEEPSDT I =T DER : £ 40% DT GG

WZBWT, JI—RA - HF =PI G4 TV IPB)I—A - Y IITA N %%
BLIBIZ, ZNCEEFNLET 7 XA - F—2 %0y - 774 VR EICE
TN D) BGEDNH o728, COXHIBEE, a9y - 774 M~NDT
7 ANMRELR R BEZ I T 72 A - b= VEENTLIENTEL, 0D
Baggthid, R1I12BIFA27 472 M5OI T ARECTER SN

TR D 5 o

N, INEEEES

AR S BT AUHDOERFED D e STz SN TR W — A
HDLIEDIRENT, T2y U TLyTa s b= URT IR =T L DEHL
e EICERASN) AHRBEESHICOEEORENGRETHEAET AL LWL 2L
holze

7272 CORBRET 7O NI NVICORESEZ LU TLZIDOTHY, FENRIE
D=V AD) A7 %#BE L TWAHbITTidRwv, BlziE, @70 b a)vi2ifkEgs
Wsd o7z LThH, RENSRE % L1EH (ZOLEIMEANID) PEETLHHRED
A7 ZEPICL > TR L TwWaAr—2 (BIzIE, B a—Fe7 2784 - b —
7 ORI ZELRET D) BEZONL, SHOREFEEI T —EAD) A2
DI DO %D LT LIV 2 WIHICHENLETH S,

SR OHFBFIZMAID 23T 23— 220 R E LD TH Y, SRS HD
RMZRTHDOTIE R WA, SRMEEC 7 1 7y 7FHEE X, F7aravo
FEIIBIT D IEFHEOFE L LT A, Ao —ERIZBT 25T LR
VA7 5% FERT BB EICT LI ENTE S,

2 7547V =R ) I T AMIBWCTZ7HA - h—=2 2% URLO—# (71 -85
A—%) ELTHODRAAT) V=R - = NIEETLIHE, TNEZELLY V—A - =10
T TrANVIIT IR - b= Y EENT S1E0, #BEOBEMTO URL ZIMBIZREET L2
TIER b= b —HICEETLIURELEDH S, VY= - =N, TZEA b=V %
07 - 774N LEWEIIZT S, /20, 07 - 77 A U5 0ERERE LTS 2 &
koosis,

31



4. FRP]70O M3ILICH TS FAPI 2.0 DiEHA |

3 Hi (3) m‘ﬁ BE. OAuth 2.0 ORI 71 b IV S| & F & F 2 E5sk
PEATVALIREEEZRIEL T\Wb, 29 LKL EY AL v & ) IR 7
o b :)v%uxalr FETDLIEDVPET L\, ZOHED 128 LT, FAPI2.0 &
HATaEeNnEZOND,

(1) FAPI 2.0 D=

FAPI2.0 DIH/N— 3 v THDH FAPL ¥ 2) 574 - 707 7 1)V 1.0 (FAPI 1.0)
IE. 2016 4F 6 H 1Z OpenlD Foundation ® FAPI 7 — & > 7"+ 7 )b — 72 X o TKRE
ABAAG S A0, 2021 4 3 HIZAB S 7ze D%, FAPI 1.0 DUET2GF 0 . 2022
£ 12 HIZFAPI20tF 2 T4 - 70774 NVDA T X T —Yary - KJ
7 & (Fett [2022b]) AR S 7224,

FAPI &\ ) AffiE, @R —E X2 R e L CORESNIREHENS . Bk
[ Financial-grade APL] OWgFRE L TIEHIN Tz, D%, SRVEFICER S 3R
SRR NMTE R ETHIRECIEHENDL L)1k o722 &5, BIFETIX [FAPL
A (BEFRClE R ) EAE o TWd,

FAPI20 Dt ¥ 2 74 BIZIZ, LFOZNENOREEZERT LI L THD
(Fett [2022a]) o

- WEEPMBE O (REINT) )V —AIZT I EATE R,

C WBEPMEDOID DL ETrIAT Y MIasyf rTERV,

C WBENHSOID O ETHMEE 7 IAT Y MIOT A VEELIENTE
7\,

C WEENHGO) ) — ANMEERFE LA SEL ZENTE R,

FAPI 2.0 DERFIHA i 7295780 70 F I —EDHRMEDS & THeF ) 74
HIEAZER T 2 2 &3, RMEED T (formal verification) |2 X - CREBHE LT
V2% (Hosseyni, Kiisters, and Wiirtele [2024]) . F 72, FAPI2.0 % 3#H L 7-720 7' b
TIVHEBRICERFHL MW/ L TV D I L2 HERT 57200 — LRt i Ttn

24 LT FAPI 2.0 ICBAT 23X 202 4 12 BDA T A F—ar - F57 MIEDSL, 7272
L. REOBERSHIZB VT FAPI 2.0 OREEALASHEGE L TB Y . KETOFH & R 2 NE THHBIE
HALHTED SN LW RENED D 5 I E I N2\,

32  2EA%/2025.1



=T APIDtEF 1T v

HIED. Y = X BRERENER I N-FHR L SN TwW BB,

(2) FAPI2.0 ICH T2 ETIBIEXHEE

1. BERIEEXO-7
FLMEREE AT -TIIUTOEB) TH L,

B ER TV Y VELICH LN A EOR R, PIFRE ) BT s,

- BB OWRR T T 7 PIEEEIZEET o

C WEBHEICERHENTWREWL YT 4 7 A I ERE Y ICEET 5,

C BEEER EOMEERIIT VY A TREIERSND . WEEPEERE R
RAZHEE ST H 2 L IIREETH 5,

LTV XIVORBIZORDE DL T = R—=AD
EIAZ, Aa—THET 5,

R = NETY VT 2T B FEIT S L XE (remote code execution) (E A
a—T7hET 5,

CTA Y VY TANONRIIAT =TI ET B,

I IAT Y MR NI L DB DB - ANFER, YAFEE. ID- T 7k
ZEMIL, Aa—ThET 5,

EIA, OSRTIIHFDEK

Re

0. WgEEOHEE

WEEOFHANITIZRIDSDOTH L, FHZ, R3D A3a & AT OWEEIL, 2
WH—=NE) Y= - = NIZEFNENT 7L AMEETH) ., HLUEELZ AT VE
FELTWEIZEZHELTWS, bokd, 77HAF[RIEIAET) 72X bE)
V=R =N D) J T ANTHY) LWEEPAFTELERPRESN TS,

(3) FAPI2.0 DEXZFIE#EAHL ZZF] 70O )L

FAPI 2.0 DF ZZRFHIILD TO L BY TH L (3 )%,

25 A ¥V ART I YNDF—TF > /3% % (Open Banking) 1235\ Tld, FAPI1.0 1225 b DT
HBEH. TH L7V —VIZ K B RFEOHUR VL ETw 5 (OpenID Foundation [2022]) . @&
EREFES 5 Y — )VIZBET A 15U https://openid.net/certification/|Z I S T3 (727 AH : 2024
5 H 27 H)o MERRIFEADFIL https://openid.net/developers/certified-openid-connect-implementations/
B ESNTwD (77EAH 1202445 27 H),

26 FAPI2.0 Ti, BAH—NDBA 7))y b - 7JU=L Y)Y —A - F—F— - XAT=F -7 LFTV
XN T IE BN I ZA MR T A ENEDSLN TS, L72A5o T, FAPI2.0 2@ L
ZeRRATa P I T, IhasSto o - EhE I LR D,

33



x®3 WEEORE

¥aR WEEDTEOHE
CBEEEARELYA MIFEL, FEORAIVIIX MNERBAIE 2,
Al | DI T TABDXyE—J%ERY LAY TOY I LAENTS
CEIETROIRE, BRI —NELTIRZES L HTELRL,

A1 OFTECINA T, BRIV —NELTIRZED,

Ala | - OB — NP SWMBLAEXvE—J2BRALEY, BEEARLES
YA MNMIEELAEYNTBZENTES,

CEIRT IR R4 NEBRALAEY, BBEXY NT—T - /=R
A2 ERMELAY LT BEIPERT Ry N7 -7 2 BHARE

Xy E—TO#ERY - T0Oy T - WEHIFEE

- A1 DITENCHNA T, BBRIH —/NICT7 7 & X A]6E,

- EE[Y 7 I X M % AFERE,

A1 DITENCHINA T, YUY =X - H—=/NIZT7 7 & XTA[HE,

)Y —=Z - H—=NADY) 7 IZXbEAFA]EE

A3a

A7

LT AT A BICBITABSRECERELL. W55 7 12k 2)V TLS (Transport
Layer Security) ®O/N—3 3 ¥ 1.3, /213, —EOFGZ-9/3—3 >~ 1.2
R LTI,

7 IAT Y MEATAT YN ITAT L hDHRET D,

C PIAT L bAD X 2T — 2 DML, RFC 8414 (OAuth 2.0 Authorization Server
Metadata) <> OpenID Connect Discovery (2 & = Ca# 1217 ) %,

R = NIZL B T4 T MEBEEO /3 UIE, MTLS (Mutual TLS)? & 7213
private_key_jwt*’ & 3 %,

27 TLS 12 12 & o TH T A A2, 5 & L€, TLS OZ &R0 720 OHESEFIE (Sheffer, Holz,

and Saint-Andre [2015]) 12ft) 2 &, BHEOK STV T AL OMERTEMHHT LI LR ENED D

nctws,

RFC 8414 13, B H—NIZHT A A8 7% (RBUH—NO#NTF. BV 7 ZA MR I—F 2 -

VI IAMDRELRET FLA, FA 70 baVolBl7ao—, $—EANELRE), AFTF—FD

VI IARNRLARY AD Ay £ —VER G E%ED TS (Jones, Sakimura, and Bradley [2018]) o

OpenlD Connect Discovery (&, 7 A 7 > 7% OpenID Connect {250 ML % 4T3 A2, 52T

PF—NDRA YT =5 E ST B HEEED TS (Sakimura et al. [2023]) o

29 MTLS (REC 8705) (. H— NFZEEICMMACTr 94 7 ~ MiBiE b FEAT$ 5 TLS %359 (Campbell et
al. [20200)0 7 A 7 ¥ " DHGOBETHIHE L 7V VELZ R —NEE L, B -
BLMGER BT AEE O RIMGE R & £ %,

30 private_key_jwt iZ. 7 A4 7 ¥ MBIT T Y NVELE IWT IZHDIAA TR — N IEE L, GBI —
NRIEHWFC L 52T 94T ¥ MaiBEET 2 FETH S (Sakimura ef al. [2014]) 5

[\
oo

34  2EH%/2025.1



=T APIDtEF 1T v

B3 FAPI2.0 DELBEKRZBIE%ZEAH L ARe]I—F - 70—

BELEIT 94 L TAUTVIEEE
T34 %.
<. -

[@ay—ns | [Vv—z-9—i]

mE || Jsvv | Y@

ART—HEAF
] e
= ZEHE(MTLS,
ABAYH IR FERE PARZZEAT private_key_jwt)
QmEE %R, ABEHR 9547 > MEERE
EEHEMTLS,
) private_key_jwt)
QA a— FEiEiE PKCEI=&%
- EEEER

@Dr—H YT NERE >

RATERA F ERER ®Y 347V FEREE
Ao — FERIE

5 5 ®F 7R b=y UEEE
TY R +b—2 % DPoP keyh & L#DI11% ( (YTLyar b= UEST)

SRR

_ (MTLS, DPoP)
et h—o L ERA Q7oA b Em >
®) J—RERH

<€

BRL Hosseyni, Kiisters, and Wiirtele [2024] Figure 1

JIAT7 L MPRAIVIIINOABTEERICERRIY —/NICER T B A
PAR (Pushed Authorization Request)?! % F\22% o G4 — NIZEEIFIC 7 T4 7
v MRBRER ERT b,

© 7 IAT Y MIRRH L AR Y ANDFITERN S 2 HCCEBRAIY —NEHTE -
F&EET %o

© RN — NIER R O — FOEfEEMES © PKCE (/v ¥ 2 B% SHA256 12X %
I—F - Fr Ly VERMEH) I2XoTIT ),

R —=NEREBERXN=T7 L BFEEPBEESIRTVWDE FN—T) DAETT
Do
DY —=A - H=NET7IEX - =T OXEEWBETI. TOHILELLT,
MTLS % 721X DPoP (Demonstrating Proof of Possession)?? % HI\» %, DPoP % fifi

31 PAR (RFC9126) &, 754 7> MFEA ) 7 T A FRERICY 7 T A M Z% & (PKCE @2 —
F-FrlryIEbE&EEInsg) 2380 — N CEFERE - B85 FHETH5H (Lodderstedt er al.
[2021])o FEWIY) 7 T A MEFIZIEZ, V) 7 T A NNE % EDITEROEMNIE % 773 1EH (Uniform Resource
Identifier) &7 747 ¥ bOFINTOAEERFET S, TNITLoT, VI ZAMNBERT I IR L
PORMLIZVREEINZNTH) AT #ELTHIENTE B,

32 DPoP (RFC9449) X, 7 74 7 ¥ b OFELGE#E (DPoPkey) X HWCTT 7 LA - b—27 v O%E

35



MY 58546, a0 — N3 2 — Fd DPoPkey L2153 %,
© BRI — NIFEHENRIT ONEZIE L B L CRRMTALI % BE 3 5 £ 9 12
Ha BT 5,

(4) BUEAECLIBIVRIERBICESTSELEKREIR

FAPI 2.0 DERFHE %724 & 912 OAuth 2.0 DA a2 — F - 70— %972
ET b TOWAE. 3H (2) DR IIIRLZERELHFIZL S ) A7 OFRIZEHF
B2 hE0EBET AL RAITRT LI, KPORBEHFECL L) A7 0%
WIZHG T 5o £4D [) ATEPIZHFGT 5 FAP12.0 D F R ZORFIH ] OFICE
WENTVLERFH (B) (&, T2t d 2BEFENOxFKE LY ) HE
RFEEZRLTBY, WEHEZIET 27200580 TlE a0V EICEEEN:
Vo F72. INSOERFIEAEH LKD) A 7 BROS RS TG 0mE T, &
P—ERADE T A AZIHAFT B 720, —BRIZITV 2 v,

—HOWEFFIZIOWTIE, VA7 BT X WA R EORIRIIRIUAKLE
TLGENH S BAERWIZIE, AEZT F)OMH, £y va VEHANT X%
DR, WEHZD) V) —ADMHEE, Ly a VEBRHNT A= OEANPEITSN
bo INHIZODWTENENLIF CHAT %,

1. RELZT7T)DOEH

N, WEEPALELRT 7)) ZHEEOWEIIA VA=V EF, ZOT7T) %
HOW TR I — FREHED) VYV — A% BT HHETH S, FAPI2.0 |[ZIIAIELRT
7)) HHERT A BED S S TB 59, FAPI2.0 DERFIHEZ @ 5 721 Tl
VA7 %SISR 52 EBREETH S,

REELTE, 74 0Ty 7HEEDRT TIVREYA V2 RET S, 77V EE
YA MCBIIAELRT 7)) 2R -3 5. IELWT 7Y OAFHEZEEIC
G CTHEZEL L Vo BT 553,

A. vy a3 EBEANT A —2DOERN
CHUE, WEBEEN T TAT Y FRENDVENET L RKOEHEMREZ HVTrt

BZEWRTHTHETH D (Fetteral [2023)0 727 A - h—2 213 DPoPkey & D) S THAT S
Nbo VI—RA-H=NE, 74T D0, T7XRX - b= 2B 120547 YOTTVH
WEL (DPoP Proof) & EAMGEHEE M5 L7k, BAMGEE. BLU. BXAMGEE#ET 7 A - b —
7 v OXHGER % S — NN S X W REET S

33 INHITHA T, Fl2iE, BEOHED 0SIZXAARIELRT 7)) OFH%ZIET 284 (7 7)) 04
YA M= VOIREE, BENE, BAORELRI— FOFER EDSRIERT 7)) 50 % 50 - HIF
TH%E) BEHTLEVSLMELEZSNS,

36 2mR7/2025.1



=T APIDtEF 1T v

K4 BUEHECLD)IIVERBICES TS FAPI 2.0 DELEKEIR

BEHE

)2 IBBICHST 3 FAPI 2.0 DEALEREIE
(] : BXZ=EOR)

QF7T7EX - b=T>DHf
Al

128y FUEDI > FAE—%2HD7LF 2T vILDEA

@ BIEREE L TDEES

TLS (IN—S 3> h 1.3 £ EMEMHET1.2) DORHA

®ISA4T7> hh>DER

c b—=T UEEBEDIEER
[77€Z - =2 > OAREFEOIE]
US4 T MR

@ g EEEDEH

(V7L sa - h=—2 > OAREFAORE]
AT YSA LY~ (BEIERE) O

“PAR [U &AL 7 hEDIBERDERESR & NT DR
 h— U UREERORR
[77€Z - =7 > OAREFEEDOIE]

® it — /N B EpERE
HEENEH

- PKCE [E27] 30— KORIEFERDEH]
*PAR [PKCE ®a—FK + F v L > I DERTESH]
c 5472 MEBEE (BRI O — ROR(EE DIREL]
c M=U U EEEDWER

[7o€X - b= OFREFERDIE]

® ZEY 7T X hOBWE

AT —BDORE LR

[ELWUY—X - =5 EDEEE]
*PAR [U &1 L7 MNEDIBRDERIER & HE DR
- RITEBR T O [0 31— KORTE DR
c 7547 MEBEE [ERF] O — KRS DIREL]
=T REBDER

(7€ - b—7 > OREFRADIE]

EAVTITIT S ME
ENTETI—X)

(BEMUARe]a—- i &

@ ARELET TV DER (RELT 7 QBB EfE I h TLA W)
®tya EEEIINT - PKCE [387]a— ROREFEADRH]
A — 2 NDER -PAR [PKCE D a— K + F v L > I DEFIES]

c 7547 MEBEE [RRRI O — KDE(EE DAREL)
c =T UREEDIEER
[77€Z - =2 > OREFRAORA]

@ WBED V—ADhi

© tya EEBAEINS
A—2NDEH

BURBDIEROEREAND+5 iR
(RHRIEEFIC L IRAIRNBTDOEREE S WVIKTT)

DRELEY A bADY LA
L7k

cA—Tr US4 L Y b (BEER) OEE
*PAR [U &1 L7 rEDIBEBRODERZESH & NEDRA]

VaYEHHAONRI A= 2B, TNEEHLTEROLy v a3 Y 2D

EWVIHBDTH D, B, WEBHEITFED) V- A RIEIZAFET 5,




DAL TOHEDH L, WEENELY Y a OESHDIZLoTHEITI— KR
TI7EA - =2 R AFLE) Z TR =R V= - = NZZN5 5P
Y5 — A L Tik, FAPI2.0 OZRFEIH (7 74 7 ~ Mikik. PKCE. PAR,
F—=2 VREBEHEOHER) LT, WEBEHIZLD7 94TV MOR)TELEK
MTDIENTED 72720 WEED, 7547 ¥ MNRENDEET LI EDE
HEHERZEHL, £y a YEHANI A—FOERE & b2, o (Flz
X, WBHEAOBREOFER) 2FETTHTF—ALMEENL, TOLH%r— A
LTI, EREOERFIEIC L 20723 TIE) 227 28R T E R WITEEED D
%34,

XL Lk, FAPI2.0 DERFIHZ /232 LI T, 2947 v beZh
MEMET IR I BV CTHERANEZ D2 255 gt 2 R 5 2 LT 5
N5,

N, WEBED)J—-XDEE

TUE, WEES, AEZFOHEONGIERE (SREEISRIEL T2 b0) @
T RALIERE T4y TR EICE>THFEL, BEEICHDOIEDRG &
BEEANESELRELTENT LD THLH, HEOIEORG ERE €5
:&ﬁf%é&—xf BRI B OEORE ERE L RO EOE |E

R ED X ﬁ%% HE L, A S %CHEEDEORGE ERE* AF
3“% EHMESND,

CORETIE, EHOET 70 b aVhFEITEINL 20, BHENREE RO
5\, FAPI2.0 Tld. R OWNELZRSHIE L < HF L 729 2 CTREMTLHE % SEj3
B XIS, R = N\H R NEICE T Al E I IciRiE T s e e LT
Who ZIUIED RIS iof Z AN 2 IEME PR L, BUEEICX D
FHEICE O ZENTELBIE, VRAZEBICES T 5,

T 7. SREETEEROIEORG BRI+ 5, 714 7 v 2 HEE
PRHEORGIBENDO T 7 2 AT 5 E#HR e BE I L ORISR 2 &
Vo 2R TIR D ) A ZERIC O BN s, SOWEHEIZL DY AT HEGEHETL 72

Sk, FEEOWISEMAS LY TCERBT LI EDNEHTH S,

Z. Ey a3 EERENIX-20OEA

THUE. WEBEHD, 7T T 2 MRENHDEMET LI KO BB MR v T
ZDXyva YEMHONTI A - A BBEOLOICUE L., HEETHXEZOL
FEOWBIBEDT 7 ZALICHFESTLEVHIBDTHD, ZOLEIZET S FAPI

34 B ZIE, EED, UV — A - = N\PLEBEOEONS EEE AT L2BICEN 2 BEEHEOY —
NIZERT AL ITAT Y NOWEEZUETLEVWH) Y FVINEZONL, TOBE, 77
ATV NEGER b — 2 VBB OMRRR & TR A 7 BRATHE L v,

38  2mA7/2025.1



=T APIDtEF 1T v

2.0 DESREBIHOERLHIGICHE L CTid. WEED ) V— ADBEDLRE L FET
%Z)O

5. &bHi)(c I

AFTIX, =72 APLIZBIT 580 70 b I)L OAuth 2.0 [22W T, BRI
%ﬁ&%%fﬁn&ﬁowfﬁﬁbti#\%ﬁﬁﬁ&5®%$$ﬁﬁﬁtéﬂf
B OIS R TS 5 THAE L TV AR 2 Rl OWFZE R %25 1 H L 2o

Ltoit\vﬁﬁ%mhﬁéﬁ&ka FAPI 2.0 OZLRFIH A B 70 + 2

EHA LA, RPEPOBRBHFIZL L) A7 OB BICHFESTLHI L 2R LI,
fﬁ ~%®&ﬁﬁ@ B LTk, ) A7 2R T E WIS Z OREIRNR

&mﬁﬁéiDﬁ%b\me&ﬂmﬁﬁﬁ&&é;kéﬁﬁbto

FAN—LF2) T4 OFBITHAEELLTBY, A—7 API 2L L7-
WL S50 2 DOHEMED D 53, &9 L7277, OAuth 2.0 (2B 3 % FZHE 4%
7 EOYUETDHERAT LT 2130 BEFEER B BT 2 st & #E 5T
Whe =TV APIO VAT LADEF 2) 7 4 BHMEFS - I L3¢5 7201201, B
OIRPCIEEALAF OB 2 5 1 IBIR L. s A A L S 2nE ) IC@T 7 b o
NEEETLIEDRLETHL, T2, VAZFHEZEEEGL., FETE LWV L
NVD) A7 AL THBLEEAEICIE) A 7R AT L2 bkoons, &
) L7oRn A Ei$ % 9 2T, FAPI2.0 % T 5 Z LA TH S 5. +—
7 APLIZ X B A 7e— A IICRAE S D 2 & 2 IfRE L 72V,

35 Akamai Technologies, Inc. 13, 2023 £/ IZFEA L7241 ¥ ¥ — % v b L TOREEIEOK 3 E1H% APL %
BN L W BORMEREREZHRET 5L & 010, WEFSHEBINT 2WREENH 5 L O R %R
L5 (https://www.akamai.com/lp/soti/lurking-in-the-shadows. 7 7t AH : 2024 45 H 27 H),

39



SEXB

HAPEAt . TOAuth 2.0 126§ 2 Bl & A58 - fiA — 7> APL O— B DRI
U C . TEmilge] 55 37 8% 3 5. HARGUTERBIZEHT. 2018 4, 111~141 H

Alam, Mahbub Ul, Muhammad Abul Kalam Azad, and Md. Showkat Ali, “Best Practices
to Secure API Implementations in Core Banking System (CBS) in Banks,” Proceedings
of 2022 IEEE 12th Annual Computing and Communication Workshop and Conference,
IEEE, 2022, pp. 730-735.

Basel Committee on Banking Supervision, “Digitalisation of Finance,” Bank for Interna-
tional Settlement, 2024 (available at https://www.bis.org/bcbs/publ/d575.pdf. 2024 4F-
5 H 27 H).

Campbell, Brian, John Bradley, Nat Sakimura, and Torsten Lodderstedt, “OAuth 2.0
Mutual-TLS Client Authentication and Certificate-Bound Access Tokens,” RFC 8705,
IETF, 2020 (available at https://www.rfc-editor.org/rfc/rfc8705.pdf. 2024 4 5 H 27
H).

Denniss, William, John Bradley, Michael B. Jones, and Hannes Tschofenig, “OAuth 2.0
Device Authorization Grant,” RFC 8628, IETF, 2019 (available at https://www.rfc-edito
r.org/rfc/pdfrfc/rfc8628.txt.pdf. 2024 4F 5 H 27 H).

Fernandez, Gonzalo, Florian Walter, Axel Nennker, Dave Tonge, and Brian Camp-
bell, “OpenID Connect Client-Initiated Backchannel Authentication Flow—Core 1.0,”
OpenlID Foundation, 2021 (available at https://openid.net/specs/openid-client-initiated-
backchannel-authentication-core-1_0.html, 2024 4 5 A 27 H).

Fett, Daniel, “FAPI 2.0 Attacker Model,” fapi-2_0-attacker-model-03, OpenID Foundation,
2022a (available at https://openid.net/specs/fapi-2_0-attacker-model.html, 2024 4 5
H 27 H).

, “FAPI 2.0 Security Profile,” fapi-2_0-security-profile-03, OpenID Foundation,

2022b (available at https://openid.net/specs/fapi-2_0-security-profile.html, 2024 4F- 5

H 27 H).

, Brian Campbell, John Bradley, Torsten Lodderstedt, Michael B. Jones, and David
Waite, “OAuth 2.0 Demonstrating Proof of Possession (DPoP),” RFC 9449, IETF, 2023
(available at https://www.rfc-editor.org/rfc/rfc9449.pdf. 2024 4 5 H 27 H).

Hardt, Dick, “The OAuth 2.0 Authorization Framework,” RFC 6749, IETF, 2012 (available
at https://www.rfc-editor.org/rfc/pdfrfc/rfc6749.txt.pdf, 2024 4 5 H 27 H).

Hosseyni, Pedram, Ralf Kiisters, and Tim Wiirtele, “Formal Security Analysis of

the OpenID FAPI 2.0: Accompanying a Standardization Process,” Cryptology ePrint
Archive, Paper 2024/078, International Association for Cryptologic Research, 2024
(available at https://eprint.iacr.org/2024/078.pdf . 2024 4% 5 H 27 H).

40 2EHFZE/2025.1



=T APIDtEF 1T v

Jones, Michael B., Brian Campbell, and Chuck Mortimore, “JSON Web Token (JWT) Pro-
file for OAuth 2.0 Client Authentication and Authorization Grants,” RFC 7523, IETF,
2015 (available at https://www.rfc-editor.org/rfc/pdfrfc/rfc7523.txt.pdf. 2024 4F- 5 H
27 H).

—, and Dick Hardt, “The OAuth 2.0 Authorization Framework: Bearer Token Usage,”
RFC 6750, IETF, 2012 (available at https://www.rfc-editor.org/rfc/pdfrfc/rfc6750.txt.
pdf. 2024 4£5 H 27 H).

, Nat Sakimura, and John Bradley, “OAuth 2.0 Authorization Server Metadata,”
RFC 8414, IETF, 2018 (available at https://www.rfc-editor.org/rfc/pdfrfc/rfc8414.txt.
pdf. 2024 4£5 F 27 H).

Lodderstedt, Torsten, John Bradley, Andrey Labunets, and Daniel Fett, “OAuth 2.0 Security
Best Current Practice,” Internet Draft, draft-ietf-oauth-security-topics-27, IETF, 2024
(available at https://www.ietf.org/archive/id/draft-ietf-oauth-security-topics-27.html.
2024 4E 5 F 27 H).

, Brian Campbell, Nat Sakimura, Dave Tonge, and Filip Skokan, “OAuth 2.0 Pushed

Authorization Requests,” RFC 9126, IETF, 2021 (available at https://www.rfc-editor.org/

rfc/rfc9126.pdf. 2024 4~ 5 H 27 H).

, Stefanie Dronia, and Marius Scurtescu, “OAuth 2.0 Token Revocation,” RFC 7009,
IETF, 2013 (available at https://www.rfc-editor.org/rfc/pdfrfc/rfc7009.txt.pdf . 2024 4F-
5 H 27 H).

——, Mark McGloin, and Phil Hunt, “OAuth 2.0 Threat Model and Security Consid-
erations,” RFC 6819, IETF, 2013 (available at https://www.rfc-editor.org/rfc/pdfrfc/
rfc6819.txt.pdf . 2024 4E 5 H 27 H).

OpenID Foundation, “Open Banking, Open Data and Financial-Grade APIs: A Whitepaper

for Open Banking and Open Data Ecosystem Participants Globally,” Version: Final 1.0,
OpenID Foundation, 2022 (available at https://openid.net/wordpress-content/uploads/
2022/03/OIDF-Whitepaper_Open-Banking-Open-Data-and-Financial-Grade- APIs_2
022-03-16.pdf. 2024 4£ 5 H 27 H).

Philippaerts, Pieter, Davy Preuveneers, and Wouter Joosen, “OAuch: Exploring Security
Compliance in the OAuth 2.0 Ecosystem,” Proceedings of the 25th International Sym-
posium on Research in Attacks, Intrusions and Defenses, Association for Computing
Machinery, 2022, pp. 460-481.

. , and , “Revisiting OAuth 2.0 Compliance: A Two-Year Follow-

Up Study,” Proceedings of 2023 IEEE European Symposium on Security and Privacy
Workshops, IEEE, 2023, pp. 521-525.
Sakimura, Nat, John Bradley, and Naveen Agarwal, “Proof Key for Code Exchange by

41



OAuth Public Clients,” RFC 7636, IETF, 2015 (available at https://www.rfc-editor.org/
rfc/pdfrfc/rfc7636.txt.pdf. 2024 £ 5 H 27 H).

, , Michael B. Jones, and Edmund Jay, “OpenID Connect Discovery 1.0
Incorporating Errata Set 2,” OpenID Foundation, 2023 (available at https://openid.net/
specs/openid-connect-discovery-1_0.html, 2024 45 H 27 H).

, Breno de Medeiros, and Chuck Mortimore, “OpenlID Connect

bl bl

Core 1.0 Incorporating Errata Set 1,” OpenlD Foundation, 2014 (available at https://
openid.net/specs/openid-connect-core-1_0-erratal.html, 2024 45 H 27 H).

Sheffer, Yaron, Ralph Holz, and Peter Saint-Andre, “Recommendations for Secure Use of
Transport Layer Security (TLS) and Datagram Transport Layer Security (DTLS),” RFC
7525, IETF, 2015 (available at https://www.rfc-editor.org/rfc/pdfrfc/rfc7525.txt.pdf.
2024 4F 5 H 27 H).

42  2EFFZE/2025.1



=T APIDtEF 1T v

tEm 1. APIICEAT S tEX2UT0 - UR7T

The OWASP Foundation Inc.%¢ (3. API DBFEF AR — U ZFRAE AR L C
BREFELREF2) T4 ) A2 10 % [Top 10 API Security Risks | & L T 2023
FIZAEKLTDY, VAT ZZOFTE (V) A 720 % B2 HEFEEIFAEL ) 5 &
FT) IZEDWTHELT 5 LR A1 DEBY THL, BT 70 baVIZBET L) A
23 ATV b EFEDOLD, ATV s bOTaNT 4, BEEED 3OO LNV
FIFHENTW5b,

RRAEZ T PN DY A TIZOWTIE, JERD S SRS K —E 2D ) A7

% A-1  OWASP Top 10 API Security Risk (2023) TEf5h T3 U XY

1) X7 DFf1E E= > &7
B ATz FTII I P ZOHDXRZOHEANFORBLEEICEL ST, VY—ZAD
] LA RE7 7 IAPRET S,
T AT o . )
0| sonsq. |APIOBEPSF TV FORMEENBRL. ZOBAICE>TY
K LA Y—ZANDRIET 7 2 ANRET 5,
- ar e T ZXHERY) S —DiEEEE FEREER L EVWEE) PERHI A, i
L HEREL NI

DA—HIZLD API U IX MHPHERY) SNV ES RN T3,
RO raL BRI 7O MINOIREEN BRI, OI—-HFIZENTELEINS,

APl v —2Z APIADY 7 I X FOFIEICRELF H V), KEDT — 2 & 5ERERE TX(E
g TE3HLEDHBIZL - T, API DIIBEEH BT 5,
¥mo0— APIADY 7T X FOFIEICREL» H V), EEETY—EXEXRE#KY
g BUITOBEDHBICE > T, EBETICHENIRET 2,
APIDT7 7 22R5%E | APl DAEBIZEVWTREN LY 1 bADT 7T EINFEFTIN, 7IEX
=g KDY A MIRET 2IERIRET B,
API #5% APl DEENREYITHY . OI—F DY Y-S RTLOEER
g 1EWRPIRET Do
APl A >~ R APl D1 >~ NUEBPREY (APl OBMIBEHRIEH SN GEVE E)
g THh'). APIBREEEEYICERTER L,
SHED API D EX2UT 1 LANIHEOVHAED APLIZT 72T B2 &L, API
& LT 3EELBRORBE. FELNIE, H—EIGBEHVRET 2,

36 The OWASP Foundation Inc. |Z. V7 b7 27Dt F 2 74 A EZ HWE §2 70— L 2 IEEF
HAETHY, tX2) FAMEICETAEMTOY 27 PO, AR MR & %28 Uz M
T AI 22T A BROTE, LX) 7T 1 T AEBERCERORM L EET-> TV D,
OWASP (& Open Worldwide Application Security Project DUEFET& ) . The OWASP Foundation Inc.
BEEETH 5,

37 TNH?D) A7 L, https://owasp.org/API-Security/editions/2023/en/0x11-t10/ (7 7 £ AH : 2024 4£ 5 A
27 H) IKBWTARSIN TV,

43



DL N)NZNE U7z wiY) 2 FRAE T B 2 IR - R LT & 720 APLICBIT AWM 70—
IZBWC, BER 74 0Ty 7 BEEZ DL ) IHEAT 2020w Th, Ih
TOEEMR FTHET 252 E23TE 5,

API V)V — ZEHREF 7O —EFHD ) A 712200 TH, EROFEBGMICEET
LG A% . API OFHEE IR O PR R B S SE R OMRHLIZ IR LTV A 7 80K & i
HtrZ LIl b,

APIERE D) A7 1B L TIXLAPI S 70 AIZBITAa—F- L2 —%
KT A MOFERZH U T, NEYLBELRA - BET LIP3 EZoNL, v
TR TR TERENTNEEDTH Y, APLBIFIZB VTS FBEITIG
52 kbbb, F72. APl % FAPI 2.0 N— X CTHE$ 554 . OpenlD Foundation
WX BEAEMET A PRRIAAF— 22 EHT L2 TE S,

API £ v RY N)EBD) A 71200V TIE, SRS API DA X2 ) %
PIHEE - B L TR WS, FNO50 Y AT L OBEE 2R Uaig:
ANOXFIE 7R EREY AT O N R VDR H D0 ¥ AT A OHERERR T D/N—
Yarv, APl #ill U TR SN L 1HEHRE T OEEE, 1) A 7 B O ERIRT 2%
ELBEDOYVATAIBITALA YRV N EEBFOEMPLEE 2 D,

MERD APL OB LD ) A 712D\, SEEEIC X 5 AP EHEH O —5
ELTHIBTAZENREESND,

44 2ERFgE/2025.1



=T APIDtEF 1T v

fham 2. TLEROBE

1) 77X b= >DERN

O T7IEZX - b=T > DOHEAE
LEHED, BOD) ) —AT 78 ATHLODT7 72 A - b—2 % H
GOMWMEREPOAFLZ) Z T, TG L THED) YV —AIZT 7%
ATBEZODT 7R F—0 Y EHHET B, =N T T OYEIZIE,
254 T7 Y DY =N (TR F=2 U EEW) REPSAREICAT
T 5

@ BIERKLETDEEE
WEED, 74T 2 MR —NEOMO@EE, 2k, 7947
ey —A - = NEOMOBELHEE - HITLTT 7R - b—2 0%
AFT 5,

® 77472 b 5DER
WENS, 75477 MWK - = "ORIHEzERA L CENs0FH
FZHREZAF L, FRNEHVTT 7R - h=2 Ry 7Ly ia - h—7
YEIIAT VNP LENT S,

@ EmXREEEDEH
2547 MDEFEDOURLICT 7B A - h—2 v & HEIWICHEE T 5 H
e (A—=7>2 - UFAL TN ZAIMEL THWD 7 —RIZBWT, WEED.
VZA L7 MNEDURL ZHG OV —"OLDIZHEL, T7RA - =72
YEESDY—NIIEEEE D,

® rhilxtr—/NO BENEHEEED B
R OMADFE =\ &L Ol F I —N (TuXxy) AL
TWATr—=RAZBWT, WBED, 7OXF L OHBRE7 7 A VEERLT
2= R 7 7R h=27 & TOXINLHGOV—NIZERE ST S,

® BRIV IR I\O)E&E
BLEEDS, FE) 7 T A MZBWT, B =11 Y —Z - =D [P
7 FLAZHZOF—=NOLDIZEHL, fBia—FRT7 7R - =27~
ETIAT YV N PORBEOY —INIIEESE S,

45



(2)

v a3 DER

O RELT T O{ER

WBED, RIELAAT A7 - T 7)) ZHEDOmEIZA VA b=V &4,
TSI E T TA T IOMOXE Yy g VICHBEEELTEAL, BB Oo—
FRER O REOIE JERE %= Z T 5,

® v a3 EBERANT X -20ER

(4)

i

WEEN, 774 T 2 NRENDEET L KOEHEMER> BN, £
NEHWTCEYy Y g VEHHDONSG A= 2 AFT5, AFLIZ/SS5A—%
WKLo TERDOEy a2y 2T, HEOORORNG ERE*> BT %,

BEDFE

WEED) Y — ADEE

WEEN, 74907 hEICL>T. WEEDEORE BRE~DT 2
L ABICHEAFE L, FROLEORNS EREY A1 &85, 2. #EO
FIEEOEE [JEIEE % [l S &2 2 LA TE A2, BEOLEORE | JEE
CWBEDIEORG BRI S5 X ) ICHEEZFHE L, QL IXFEH
BITHEEOIEORG JEREZ AFT 5,

Yy a3 EBANT A -2DEH

WEHN, 7947 2 bMRENDENET 2 KOEHEMHRZ I L T
tyTa YVEHHONRI A=Y 2UE L, XBEEDOIEOHNGREOT 7 ¢
AR R FET H, 20D9H 2T, HRICAGOIIEORG ERE X A&
b, BEFPHEORGIEEZ AL, WEHEIZNIIT 72 AT 5,
T/, BEOEORGEREZ AN &85 2 LB TELLEEICIE, BEEOO
JEDHLG | JERE & WEBEZE O IEONG B2 R &2 L) IHEEHFEL.
FIARICERE DO LEORE EEE AT1 5,

BEEDILTL v ILDOER

AELGHA RAD)EALT b

WEEN, 749327 - FAMDURLEZ SAT Y bOT 7 EAKE
LCREM = NIZBEk L. 74 v v« A=) L o TRIELRFE
)7 T AMNRBERICHGE S, TNEZE LRI N, 27— -

46 2EFFZE/2025.1



=T APIDtEF 1T v

Ay —UERTIUWIRET L ELELIZ, 7T U EHEFED URL
(7497 - HA M) CVFALy FEEDL, BEPZOH A FETID
RNRAT=Fe ANTHE, WBREPINOGZHCTHEIZZ)TEL, IE
BLORER 70 b 2V 2 THEEDOEORG JREZ AT 5.

47



48 2EIRFZE/2025.1




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (Japan Color 2001 Coated)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.6
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType true
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 524288
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness false
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages false
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.00333
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages false
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.00333
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages false
  /MonoImageMinResolution 600
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Average
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /FlateEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (Japan Color 2001 Coated)
  /PDFXOutputConditionIdentifier (JC200103)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /ARA (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /BGR (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /CHS (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /CHT (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /CZE (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /DAN (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /DEU (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /ENU (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /ESP (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /ETI (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /FRA (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /GRE (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /HEB (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /HRV (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /HUN (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /ITA (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /KOR (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /LTH (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /LVI (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /NLD (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /NOR (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /POL (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /PTB (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /RUM (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /RUS (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /SKY (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /SLV (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /SUO (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /SVE (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /TUR (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /UKR (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /JPN <FEFFff08682aff0956fd969b6587732e53705237793e306e30a430f330bf30fc30cd30c330c8516c958b306b90693057305f002000410064006f0062006500200050004400460020658766f830924f5c62103057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200037002e003000204ee5964d3067958b304f30533068304c3067304d307e30593002>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /BleedOffset [
        0
        0
        0
        0
      ]
      /ConvertColors /NoConversion
      /DestinationProfileName (Japan Color 2001 Coated)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements true
      /GenerateStructure false
      /IncludeBookmarks true
      /IncludeHyperlinks true
      /IncludeInteractive true
      /IncludeLayers true
      /IncludeProfiles false
      /MarksOffset 0
      /MarksWeight 0.283460
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /UseName
      /PageMarksFile /JapaneseWithCircle
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice


