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This paper provides an overview of advancements in the security
proof of quantum key distribution (QKD) while discussing the ra-
tionale and challenges of its practical implementation. QKD ensures
information-theoretic security, meaning even eavesdroppers with un-
limited computational power cannot decipher the transmitted data.
As a result, it is resilient against various attacks, including eaves-
dropping and harvest-now-decrypt-later attacks. QKD encompasses
a range of methodologies, each supported by corresponding secu-
rity proofs. Since the introduction of the first QKD protocol, BB84,
theoretical progress has been made to address evolving technolo-
gies and counter implementation attacks that exploit device imper-
fections. In 2020, the first security proof for continuous-variable
QKD (CV-QKD) was established. This method offers greater com-
patibility with existing optical fiber networks. Despite its advantages,
QKD requires specialized devices, resulting in high costs for network
construction. Currently, QKD is primarily suitable for transmitting
highly confidential information across multiple hubs. To encourage
its adoption, several challenges must be addressed, including ad-
vancing quantum relay technologies, enhancing performance, estab-
lishing protocol standards, and creating institutional frameworks for
verifying and certifying device security.
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I. Introduction

Quantum key distribution (QKD) is a communication protocol that encodes crypto-
graphic key information into quantum bits (qubits), represented by the states of pho-
tons. The quantum-mechanical properties of these qubits ensure the secure protection
of this information. Currently, widely used cryptographic algorithms on the Internet,
such as RSA and elliptic curve cryptography (ECC), are theoretically known to be ef-
ficiently breakable by quantum computers with sufficient computational power.1 QKD
is considered one of the cryptographic techniques secure against the threat posed by
quantum computers. It stands as a potential alternative alongside post-quantum cryp-
tography (PQC), which does not rely on quantum-mechanical properties. Demonstra-
tion experiments using QKD for encrypted communication are being conducted world-
wide.2 Encrypted communication with QKD works by first performing QKD between
two parties to share a random key. This shared key, in combination with classical cryp-
tography (such as a one-time pad [OTP]), is then used to securely transmit any arbitrary
message. The following discussion focuses on QKD.

A key advantage of QKD is its ability to guarantee both the absence of eavesdrop-
ping and information-theoretic security. Information-theoretic security is a robust
property that ensures confidentiality even if an attacker possesses unlimited compu-
tational power or employs any eavesdropping techniques permitted by the laws of
physics. Unlike computational security, information-theoretic security remains unaf-
fected by future advancements in computational power, cryptanalysis algorithms, or
eavesdropping techniques, thereby ensuring the confidentiality of communications in-
definitely. This property makes QKD secure against the threat of cryptanalysis by
ideal quantum computers. Notably, QKD is resistant to harvest-now-decrypt-later
(HNDL) attacks, where ciphertext is stored for future decryption once computational
power becomes sufficiently advanced. This is a significant advantage that PQC does
not offer. Cryptosystems like PQC and RSA rely on computational security, mean-
ing their security depends on the attacker’s computational resources and the efficiency
of cryptanalysis algorithms. Consequently, they cannot guarantee protection against
unexpected future increases in computational power or breakthroughs in algorithms,
making them inherently vulnerable to HNDL attacks.

However, there are variations in QKD protocols, and while each is supported by
mathematical security proofs, the security of certain implementations remains uncer-
tain. To ensure that a QKD system achieves the same level of security as its theoretical
model, the following three conditions must be met.

(a) The communication protocol used must be supported by a corresponding security

................................
1. The security of RSA and elliptic curve cryptography is based on the assumption that the integer factorization

problem and the elliptic curve discrete logarithm problem, respectively, cannot be efficiently solved. Theo-
retically, it is known that quantum computers can solve these problems efficiently (in polynomial time) using
Shor’s algorithm. However, the required specifications for quantum computers capable of cryptanalysis are
extremely high, and their realization remains out of reach.

2. In Japan, the Tokyo QKD Network (Fujiwara [2023]) has been demonstrated. In Europe, the SECOQC (Se-
cure Communication based on Quantum Cryptography) network and the EuroQCI (European Quantum Com-
munication Infrastructure) network, which involves all 27 EU member states, have been implemented. In
China, a QKD network spanning 4,600 kilometers between Shanghai and Beijing has also been demonstrated.
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proof.
(b) The device models assumed in the security proof must be realistic.
(c) The implemented devices must operate in accordance with the device models as-

sumed in the security proof mentioned in (a).

Condition (a) is necessary because not all proposed communication methods and
protocols classified as QKD have been provided with complete security proofs. In
2021, for the first time, an information-theoretic security proof was established for
a method called continuous-variable QKD (CV-QKD, see Section III.C.2. for more
details), which is highly compatible with existing optical communication technologies
(Matsuura et al. [2021]).

Condition (b) requires that security proofs be based on practical assumptions re-
garding communication devices. Security proven under theoretically convenient as-
sumptions is not necessarily guaranteed in real-world communication. This is because
such assumptions may be violated due to noise within the communication devices
themselves, or sensitive information could be stolen through implementation attacks
(see Section IV.A.3. for details), where an attacker directly exploits vulnerabilities in
the devices. As a result, recent advancements in security proof theory have shifted
toward accommodating realistic properties, including inherent imperfections.

Condition (c) requires that communication devices comply with security specifi-
cations. Since it is impractical for user companies to directly verify compliance with
these specifications, establishing an institutional framework to evaluate and certify the
performance and security of communication devices is essential for the widespread
adoption of QKD.

While research and development efforts for the practical implementation of QKD
are actively underway, achieving both sufficient performance and compliance with
the aforementioned conditions should require more time. Additionally, implement-
ing QKD on a large scale would involve significant network infrastructure costs. As
a result, current concrete measures to counter the threat posed by quantum computers
primarily focus on PQC, with increasing momentum to transition from contemporary
cryptographic methods to PQC. The National Institute of Standards and Technology
(NIST) is advancing the standardization of PQC, inviting public submissions for can-
didate encryption schemes and conducting evaluations. In its Round 3 evaluation report
(NIST [2022]), NIST announced the selection of CRYSTALS-KYBER as the standard
key encapsulation mechanism for key exchange, while indicating that further evalu-
ations of other candidates would continue in Round 4. The motivation behind this
cryptographic transition is to prepare for the emergence of an ideal quantum computer
and to address threats posed by HNDL attacks. Moving forward, a shift to stronger
cryptographic methods is anticipated, regardless of the timeline for the realization of
quantum computers. Even as PQC gains traction, understanding the relative character-
istics of QKD and PQC will be valuable for evaluating the potential adoption of QKD
and identifying optimal use cases for each approach.

The transition to PQC may take over ten years if it requires updating hardware with
integrated encryption modules. Similarly, the deployment of QKD should require an
extended preparation period due to the need for building new network infrastructure.
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Therefore, early planning is essential when considering the future landscape of cryp-
tographic usage. For financial institutions, where stringent information management is
critical, a comprehensive understanding of QKD’s security, applicability, and the chal-
lenges associated with its practical implementation is vital for developing a long-term
cryptographic strategy.

On the basis of the aforementioned information, Section II. outlines the positioning
of QKD, Section III. provides an overview of the fundamentals of QKD, Section IV. re-
views the security proofs associated with QKD, and Section V. examines the challenges
related to the broader adoption of QKD.

II. The Positioning of Cryptographic Communication Using QKD

In Section II.A., we first explain the threat posed by quantum computers to public-
key cryptography. Next, in Sections II.B. and II.C., we outline the principles of PQC
and QKD, respectively. On the basis of these discussions, Section II.D. organizes the
relative strengths and weaknesses of QKD.

A. Public-Key Cryptography and the Threat of Quantum Computers
In classical communication, cryptographic methods are categorized into symmetric-
key encryption and public-key encryption. Symmetric key encryption enables fast
encrypted communication, as it relies on the assumption that the sender and receiver
have pre-shared a secret key. Public-key encryption, on the other hand, does not re-
quire a pre-shared key but generally operates more slowly. Practical communication
systems leverage the strengths of both: bulk data is securely transmitted using sym-
metric key encryption, while the symmetric encryption key is exchanged via public-key
encryption.

The predominant forms of public-key cryptography today are RSA encryption and
elliptic curve cryptography. The security of these methods is based on the assumption
that problems such as large integer factorization and the elliptic curve discrete loga-
rithm problem cannot be solved within a practical timeframe. Security based on the
assumed difficulty of specific computational problems is termed computational se-
curity. This type of security diminishes over time due to advances in computational
power and algorithmic breakthroughs, rendering it time-limited. Consequently, cryp-
tographic key lengths are progressively extended to maintain security. Cryptographic
schemes relying on computational security are inherently vulnerable to HNDL attacks,
posing a realistic threat to entities requiring long-term data protection. In particular,
RSA and elliptic curve cryptography are theoretically vulnerable to efficient decryp-
tion by quantum computers. If such quantum computers become viable, they could
decrypt accumulated ciphertexts.

B. Comparison with PQC
In this section, we provide an overview of PQC, which is often compared with QKD.
One approach to addressing the threat of quantum computers is to replace current cryp-
tographic schemes with stronger ones. Schemes that maintain security against quantum

98 MONETARY AND ECONOMIC STUDIES /NOVEMBER 2025



Advance in Security Proofs of Quantum Key Distribution and Its Challenges towards Practical Implementation

computers are referred to as PQC.
The security of PQC relies on the difficulty of certain computational problems

considered intractable even for quantum and classical computers. These problems are
closely related to the class of computational problems known as NP-hard3 in compu-
tational complexity theory.4 However, this theoretical assurance is based on analyzing
the asymptotic behavior of computational complexity as the input size grows indefi-
nitely. Crucially, PQC does not guarantee that finite-sized problems with practical key
lengths and security parameters are unsolvable within realistic time frames.

The assessment that encryption cannot be broken within practical time frames is
based on projections of future advancements in decryption algorithms and compu-
tational power. Consequently, it is anticipated that PQC, like RSA encryption, will
require operational measures such as increasing key lengths over time. However, sig-
nificant uncertainty remains in these projections. Notably, many experts emphasize that
while the probability of realizing a quantum computer capable of efficient cryptanalysis
is extremely low, its impact would be catastrophic, classifying it as a difficult-to-predict
tail risk. Computational security cannot fully eliminate such risks.

While experimental demonstrations of PQC are progressing, establishing trust in
its resistance to implementation attacks and algorithmic security will take time. In
contrast, RSA encryption benefits from over two decades of deployment and accu-
mulated implementation expertise. For this reason, a hybrid mode combining elliptic
curve cryptography and PQC for dual encryption is being standardized by the Internet
Engineering Task Force (IETF). Additionally, since PQC encompasses diverse crypto-
graphic algorithms, achieving crypto-agility—the ability to flexibly select appropriate
algorithms—remains a key challenge. For recent discussions on hybrid modes and
crypto-agility, see Une (2023a, b) and Kanno (2023).

Unlike QKD, PQC cannot inherently detect eavesdropping because classical bits5

can be duplicated without altering the original information. Attackers can thus replicate
classical bits transmitted over communication channels without leaving traces, render-
ing PQC vulnerable to HNDL attacks. In contrast, QKD enables post-transmission
eavesdropping detection by statistically estimating its presence, as detailed in Section
II.C., enabling compromised information to be discarded and secure key sharing with-
out eavesdropping risks. This advantage, rooted in quantum-mechanical properties, is
unattainable in classical cryptography, including PQC.

................................
3. Intuitively, NP-hard refers to a class of computational problems that are difficult to solve efficiently but for

which a candidate solution, if provided, can be efficiently verified. More precisely, NP-hard denotes a class of
problems that are at least as difficult as the hardest problems in NP (nondeterministic polynomial time). NP
is the class of computational problems that can be solved by a nondeterministic polynomial-time algorithm.

4. The computational difficulty of these problems depends on the distribution of their parameters. Furthermore,
the interpretation of cryptographic security assessments varies depending on whether they are based on the
average computational cost across various parameter settings or the worst-case computational cost. In cryp-
tographic security evaluations, the average computational cost is generally preferred. The lattice-based PQC
scheme CRYSTALS-KYBER, selected by NIST as a standard for public-key cryptography, provides a secu-
rity proof based on the average computational cost under random parameter settings.

5. A classical bit represents a state of either “0” or “1.” A device that performs computations using only clas-
sical bits is called a “classical computer.” Cryptography in which plaintext and ciphertext are represented as
sequences of classical bits is known as “classical cryptography.”
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Figure 1 Overview of QKD Communication

C. Principles of QKD
Another countermeasure against the threat of cryptographic decryption by quantum
computers is QKD. QKD leverages quantum-mechanical properties and carefully de-
signed protocols to achieve information-theoretic security. In this section, we explain
the principles of QKD.

In QKD, two channels are utilized: a quantum channel for transmitting quantum
bits and a classical channel for transmitting classical bits (see Figure 1). The quan-
tum channel provides a low-noise environment essential for the delicate transmission
of quantum bits, but it is costly, making it inefficient for sending classical bits. Thus,
to efficiently share deterministic information (i.e., keys), the classical channel is typ-
ically used in conjunction with the quantum channel. For the classical channel, it is
assumed that an attacker can eavesdrop on the communication but cannot impersonate
the participants or alter the transmitted content. To satisfy this assumption, the abil-
ity to authenticate both participants and messages is necessary. These authentication
mechanisms are crucial in evaluating the overall security of QKD protocols. However,
for simplicity, we assume that secure authentication is possible here. Issues related to
authentication are discussed in detail in Section V.B.

A quantum bit, or qubit, can take a state that is a combination of both “0” and
“1,” known as a superposition. Furthermore, the state of any unknown qubit cannot be
copied—a property derived from quantum mechanics called the no-cloning theorem.
This is a characteristic unique to qubits. In other words, the information contained in a
qubit cannot be read without affecting its state.

When extracting information from a qubit, an operation called measurement is
performed. Generally, an observer cannot fully extract the information of an unknown
qubit; instead, the observer can probabilistically obtain partial information through
measurement. However, if a qubit is known to be in one of several specific states
(though which one is unknown), specific measurement methods can definitively de-
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termine the state.6,7

For example, consider a situation where an observer performs a measurement on a
qubit to distinguish between the “0” and “1” states. If the qubit is in the state “0” or “1,”
the observer can deterministically identify it. However, if the qubit is in a superposition
of these states, the measurement outcome will yield “0” or “1” probabilistically, on the
basis of the degree of superposition.

QKD leverages the inherent properties of qubits in a protocol to retrospectively
estimate the presence or absence of eavesdropping and discard information from sus-
pected qubits, thereby enabling the secure sharing of a random number sequence. Since
it is unknown in advance which qubits might be intercepted, QKD cannot be used to
directly send an encrypted message. This limitation confines QKD to sharing only ran-
dom number sequences. Additionally, QKD cannot distinguish between the effects of
eavesdropping and environmental noise, making it impossible to definitively confirm
eavesdropping. Eavesdropping involves extracting information from a qubit, which al-
ters its state. By following a well-designed QKD protocol, the sender and receiver
can detect changes in the quantum state caused by noise or potential eavesdropping,
though they cannot determine the exact cause. Thus, in the security analysis of QKD,
any change in quantum state is conservatively attributed to eavesdropping, providing a
security framework that ensures safety regardless of the cause of state alteration.

Once a random number sequence has been securely shared, any message can
be sent securely by the OTP, a classical encryption method that is information-
theoretically secure. If the length of the message matches the length of the shared
sequence, the message retains information-theoretic security.8

D. Positioning of QKD
QKD is frequently compared with PQC as a countermeasure against the threat of quan-
tum computers. As introduced in Section V.A., numerous national white papers and
position papers offer negative assessments of QKD from this perspective. However,
note that these assessments primarily focus on QKD within the context of broadly ap-
plicable Internet encryption schemes. In the following section, we compare QKD with
other key-sharing methods, including modern cryptography (RSA encryption and el-
liptic curve cryptography), PQC, and human-based random number transportation.

As shown in the Table 1, at the current technological level, the most comparable
method to QKD in terms of application scenarios is human-based transportation, or the
Trusted Courier approach, which is primarily suited for one-to-one communication.
While it can be used for one-to-many communication if random numbers are trans-
ported to multiple locations, it remains poorly suited for many-to-many communica-
................................

6. When known states are mutually orthogonal, they can be determined with certainty. In quantum state mea-
surement, the observer must select an appropriate measurement method (measurement basis) depending on
the quantum states they wish to distinguish. The details of quantum state orthogonality and basis selection
are beyond the scope of this paper. For more information, refer to foundational texts on quantum computing,
such as Nielsen and Chuang (2010).

7. QKD does not utilize orthogonal states to prevent eavesdropping.
8. For example, let the securely shared random number sequence be x = 010111 and the message be y = 111000.

The ciphertext using the OTP is defined as the bitwise exclusive OR z = x ⊕ y = 101111. In this case, if the
random number sequence x is entirely unknown to the attacker, no information about the message y can be
inferred from the ciphertext z, ensuring information-theoretic security.
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Table 1 Comparison among Encrypted Communication Schemes

RSA, ECC PQC QKD Trusted Courier

Methodology
Public Key
Encryption

Public Key
Encryption

Quantum
Cryptography

Delivered by
Human

Security
Computational

Security
Computational

Security
Information

Theoretic Security
―

Principle of
Security

Computational
Difficulty of Prime

Factorization

Computational
Difficulty of
NP-Hard

Problems1

Quantum
Mechanics (Laws of

Nature)

Closed
Channel,

Trustworthiness
of Courier

Quantum Safe × △ ○ ○
Eavesdropping

detection
× × ○ × (difficult for

eavesdropping)

Resistance
against

Implementation
Attacks

Reliable

Not Sufficiently
Reliable. Used in

Hybrid Mode
Recommended

Seems to
Sufficiently

Consider the Risks.
Need to Develop
Verification and

Certification
Frameworks

Reliable

Specialized
Devices

Not Required

Not Required for
Internet

(Implemented as
Software)

Some Cases
Require

Replacement of
Cryptographic

Modules

DV-QKD Requires
Dedicated Networks

CV-QKD Can
Coexist with

Existing Optical
Networks

Not Required

Network Topology from N to N from N to N from N to N 1 to N

Secured Area End-to-End End-to-End

Between
Specialized Devices

Need to Trust Relay
Nodes2

End-to-End

Authentication ○ ○

PQC Signature
Offers

Computational
Security

Wegman-Carter
Authentication
Requires Small
Pre-Shared Key

Certification of
the Courier

Notes: 1. There are several PQC encryption schemes with corresponding computational problems of
which difficulties guarantee their security.

2. The trust to relay nodes will be less required if quantum relay will be realized.

tion. This limitation stems from the significant time required for key (random number
sequence) transportation and the burden of securely managing keys equal in length to
the total message volume communicated over a period. In contrast, QKD, as long as
a communication path is available, is better suited for many-to-many communication
between nodes and enables rapid key sharing per communication instance.
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As noted earlier, QKD’s primary advantage is its information-theoretic security.
It is well-suited for communications involving a limited number of nodes, even in
many-to-many configurations, where long-term confidentiality or highly sensitive in-
formation is critical. Examples include genetic information managed by life insurance
companies and certain financial institutions’ credit information. However, if only the
main communication line between sender and receiver buildings is protected by QKD,
securing the “last mile” of communication, from the QKD receiver device to individual
user terminals on the receiver’s side, may still require alternative methods. Addition-
ally, since quantum relay9 technology remains underdeveloped, implementations must
rely on trusted conventional relay devices.

Conversely, for information requiring confidentiality for approximately 10 years,
PQC is likely more cost-effective. Similarly, if the security of the shared random num-
ber sequence can be ensured through other means—such as a one-time password gener-
ator used by financial institutions—QKD’s advantage diminishes. Furthermore, QKD
does not authenticate participant identities, necessitating supplementary authentication
methods as discussed in Section V.B. Given these significant differences in security
guarantees, applications, and assumptions between QKD and PQC, careful selection
and complementary deployment of these technologies are essential.

III. Fundamentals of QKD

A. Embedding Quantum Bits in Light
In QKD, light serves as the medium for carrying qubits due to its stability at room
temperature and its ability to propagate at the fastest possible speed. One example of
a qubit utilizes a property of light called polarization. As an electromagnetic wave,
light naturally oscillates in various directions of electric and magnetic fields. When
passed through a polarizing filter, light with oscillations restricted to a specific angle
is extracted, a state referred to as polarization. Digital information can be encoded
in these oscillation angles.10 Polarization may take the form of linear polarization,
where the oscillation angle remains constant (typically represented by four states: 0◦,
45◦, 90◦, and 135◦) or circular polarization, where the oscillation angle rotates (either
clockwise or counterclockwise) as light propagates. In addition to polarization, qubits
can also be encoded using two phase-controlled light pulses with defined phase dif-
ferences. All these encoding methods—linear polarization, circular polarization, and
phase-controlled pulses—are theoretically equivalent for realizing qubits.

QKD protocols that treat single photons as qubits benefit from theoretically
straightforward security proofs. However, practical implementations face challenges
in achieving precise control over single-photon generation. For this reason, weak light
pulses—short laser bursts attenuated to approximately the single-photon level—are
commonly used in practice.

................................
9. Quantum relay refers to a relay method in which the relay device receives quantum bits and forwards them to

the next relay device without converting them into classical bits.
10. In classical communication, information is transmitted by associating the on-off states of light with the bits

“0” and “1.”
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B. Communication Channels and Relays in QKD
Quantum channels consist of optical fiber cables for terrestrial communication or the
atmosphere for satellite-to-ground communication, resembling conventional optical or
satellite communication systems. However, in quantum channels, the optical signal’s
intensity is extremely weak, necessitating exceptionally low-noise tolerance. In several
QKD implementations, signals are handled at the single-photon level, making long-
distance communication challenging due to increased noise. Thus, establishing reliable
relay points is crucial, often referred to as trusted nodes or trusted points, at regular
intervals along the communication route.

In general, increasing the distance between relay points reduces the cost of build-
ing a network. However, this comes at the expense of slower key generation rates
due to the attenuation of light in the communication channel. As of February 2024,
in the most commonly implemented QKD protocol—the decoy-state BB84 protocol11

(Hwang [2003]; Lo, Ma, and Chen [2005]; Wang [2005])—the key generation rate
decreases tenfold for every additional 50 kilometers of optical fiber distance. At a dis-
tance of 50 kilometers, the transmission speed is at most approximately 1 megabit per
second. Consequently, the distance between relay points is constrained by the required
speed of key generation.

Relay methods in QKD can be categorized into classical relays and quantum relays.
In classical relays, qubits are read at each relay device, converted into classical bits,
and then re-encoded into qubits for transmission to the next relay device. To prevent in-
formation leakage from stored data within each relay device, safeguarding the devices
is essential.

Quantum relays eliminate the effects of light attenuation in the channel. Since the
relays avoid conversion into classical bits, stringent protection of the relay devices is
not required. However, as of now, quantum relays have yet to be established.

C. Classification of QKD Protocols
While the decoy-state BB84 protocol is the most commonly employed in demonstra-
tions and commercialization, many other protocols have also been proposed. These
protocols are classified on the basis of communication schemes, the type of optical
detectors, and device reliability.
1. Classification by communication schemes
QKD protocols can be categorized into the following three types on the basis of the
communication schemes between the two parties:

➢ Prepare-and-Measure QKD (PM-QKD): One party transmits light while the
other measures it. Examples include the BB84 protocol and the decoy-state
BB84 protocol.

➢ Measurement-Device-Independent QKD (MDI-QKD; Lo, Curty, and Qi
[2012]): Both parties send light to a device at an intermediate point. At the

................................
11. For details on the BB84 protocol, refer to Section III.D. The decoy-state BB84 protocol is a variant of the

BB84 protocol that uses weak laser pulses (light pulses), which are cost-effective and easier to handle, instead
of single photons. The sender randomly selects the intensity of the laser pulses from a predefined set of
values and transmits them. This approach ensures performance equivalent to that of the single-photon-based
protocol.
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device, the incoming lights are interfered with and measured. The outcomes are
then disclosed. A notable example is the Twin-Field protocol (Lucamarini et al.
[2018]).

➢ Entanglement-Based QKD (EB-QKD): The device at an intermediate point
generates pairs of correlated photons (quantum entangled12 photon pairs). One
photon from the pair is sent to the sender and the other to the receiver. Each
then independently measures the photons they receive. Examples include the
BBM92 protocol (Bennett, Brassard, and Mermin [1992]) and the E91 protocol
(Ekert [1991]).

The characteristics of the protocols are as follows: PM-QKD is the simplest type
and has already been widely commercialized. MDI-QKD requires a measurement de-
vice placed at an intermediate point in the channel. This method offers an advantage:
even if the measurement device is entirely under the control of an eavesdropper, any
eavesdropping attempts can still be detected as errors. Moreover, the protocol’s secu-
rity is guaranteed regardless of whether the outcomes at the measurement device can
be trusted. Additionally, depending on the specific protocol, MDI-QKD can signifi-
cantly reduce the impact of performance degradation caused by distance. Compared
with PM-QKD, MDI-QKD can effectively double the communication distance before
encountering similar levels of performance degradation. Furthermore, MDI-QKD is
considered robust against implementation attacks, which often target receiver de-
vices. This robustness stems from the fact that both parties use transmitter devices in
MDI-QKD. In contrast, receiver devices are generally more vulnerable to such attacks,
as they must accept signals from the communication channel, which is exposed to po-
tential manipulation by eavesdroppers. For a detailed discussion on implementation
attacks, refer to Section IV.

In EB-QKD, the use of specialized light sources capable of generating entangled
photon pairs typically results in higher costs and complexity, making it less common
in practice. However, EB-QKD offers certain advantages, such as reducing the need
for random number generators. Additionally, it is considered useful for frequency-
division multiplexed communication (Wengerowsky et al. [2018]), though it requires
specific optical fibers for optimal performance.
2. Classification by optical detectors and the advantages of CV-QKD
QKD protocols can be categorized into two types on the basis of the optical detectors:
Discrete-Variable QKD (DV-QKD) and Continuous-Variable QKD (CV-QKD).
The terms “DV” and “CV” originally referred to whether the transmitted information
was discrete or continuous. However, in modern implementations, even CV-QKD can
transmit discrete information. Thus, the prefixes “DV” and “CV” are now used primar-
ily to distinguish the types of detectors employed in the protocols.

➢ DV-QKD: This approach employs photon detectors to identify the presence or
absence of individual photons. For example, by placing a photon detector behind
a polarization filter (or a polarization beam splitter), the polarization angle of

................................
12. The measurement outcomes of particles in quantum entangled states are correlated regardless of the distance

between them. Quantum entanglement is a fundamental quantum mechanical property in quantum computing
but is not essential for QKD.
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the photon can be determined. All QKD protocols discussed so far fall into this
category.

➢ CV-QKD: This approach uses optical detectors, employing techniques like ho-
modyne detection or heterodyne detection (dual-homodyne detection),13 to mea-
sure the amplitude of light. In this case, the sender encodes information in the
amplitude of the light. Historically, the GG02 protocol (Grosshans et al. [2003])
is a well-known example. However, many modern protocols do not have specific
names.

Photon detectors are devices designed to detect the presence or absence of ex-
tremely weak light, such as single photons. In practice, most photon detectors distin-
guish between 0 photons and 1 or more photons, a process referred to as on-off photon
detection. DV-QKD, which leverages the properties of single photons, enables simpler
descriptions of quantum states, making security proofs more straightforward. However,
it has limitations: DV-QKD is susceptible to interference from strong light signals used
in classical communication operating at similar frequencies. Additionally, photon de-
tectors are expensive, making cost-effective implementation of DV-QKD challenging.

Optical detectors measure the intensity of light but cannot detect light as weak
as single photons. To overcome this limitation, homodyne and heterodyne detection
amplify weak single-photon-level light by interfering it with laser light before mea-
surement by the optical detector. CV-QKD has a cost advantage over DV-QKD, as
optical detectors are inexpensive.

Another advantage of CV-QKD is its ability to share optical fiber networks with
classical communication. In optical communication, signals can be multiplexed on a
single optical fiber by encoding them on light pulses of different wavelengths, thereby
increasing communication capacity. This technology is known as wavelength-division
multiplexing (WDM). CV-QKD’s light measurement benefits from wavelength fil-
ters, which selectively isolate the desired wavelength of light. Thus, CV-QKD is less
affected by signals at other wavelengths, making it more robust than DV-QKD. By
assigning a dedicated wavelength to CV-QKD within a WDM system, it becomes pos-
sible to coexist with classical optical communication systems without requiring new
optical fiber installations.

According to Pirandola et al. (2017), CV-QKD has the potential to surpass DV-
QKD in communication speed, provided that theories and implementation technologies
continue to advance. However, establishing security proofs for CV-QKD is not straight-
forward. The first security proof for a practically implementable discrete-modulated
CV-QKD protocol was provided by Matsuura et al. (2021). As of February 2024, ex-
isting CV-QKD protocols with established security proofs still exhibit inferior perfor-
mance compared with DV-QKD. Thus, future improvements in CV-QKD performance
depend on advancements in protocols, device implementation, and theories for security

................................
13. This is a detection technique for measuring weak optical signals, characterized by its resistance to noise from

light with different frequencies. In homodyne detection, the target optical signal is combined with a reference
light, amplified, and then converted into an electrical signal by a detector. In this process, the target and
reference lights must have the same frequency. Heterodyne (or dual-homodyne) detection, on the other hand,
splits the input light into two parts and performs homodyne detection on each, using reference lights with a
phase difference of one-quarter wavelength.
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proofs.
3. Classification by device reliability
QKD protocols can also be classified on the basis of assumptions regarding the relia-
bility of the devices. These assumptions affect both the security proofs and the design
of the communication protocols.

➢ Device-Dependent QKD (DD-QKD): This approach assumes that the devices
function consistently with their specified models, and security is guaranteed un-
der this assumption. All the QKD protocols discussed earlier fall under this cat-
egory.

➢ Device-Independent QKD (DI-QKD): In this approach, security is guaranteed
under minimal assumptions about the devices. Specifically, it assumes that the
devices do not leak information intended for the sender or receiver to an eaves-
dropper, that they can generate genuine random numbers, and that they do not
possess internal memory storage (Barrett, Colbeck, and Kent [2013]). An exam-
ple is the E91 protocol.

DI-QKD adopts a security-proof approach that does not rely on specific device
models. Due to the limited assumptions available for security proofs, developing pro-
tocols with security proofs is highly challenging. However, because DI-QKD does not
assume particular device models, the number of testing criteria for verifying device
properties is smaller compared with DD-QKD.

When considering the differences between DI-QKD and DD-QKD, the following
two points should be noted. First, it is sometimes misunderstood that DI-QKD does not
require device verification since it avoids assuming specific device models. However,
it is necessary to verify that the devices satisfy fundamental theoretical assumptions.
These assumptions are not about specific device models but are universal and funda-
mental from a quantum-mechanical perspective, as required by Bell experiments. Sec-
ond, in both types of QKD, ensuring that devices do not leak information intended for
the sender or receiver to an eavesdropper is essential. This requirement remains critical
for addressing implementation attacks, leaving little difference between the two types
of QKD. Given this point, the fundamental differences between DI-QKD and DD-QKD
remain subject to debate.

From a performance standpoint, however, DI-QKD has drawbacks. Without ad-
vanced components such as quantum memory for preserving qubits, its performance
is drastically inferior to DD-QKD. Furthermore, long-term retention of qubits poses
considerable technical challenges. Several experts estimate that the practical imple-
mentation of DI-QKD may require over 20 years of further development. Thus, unless
otherwise specified, the following discussion assumes DD-QKD.

D. Basic Structure of the Protocol
A representative QKD protocol is the BB84 protocol (Bennett and Brassard [1984]).
BB84 was introduced by Charles Bennett and Gilles Brassard in 1984 and was named
after the initials of its proposers and the year of its proposal. Experimental demon-
strations of QKD conducted across various countries are mostly based on the BB84
protocol. For details of this protocol, excellent resources are already available in the
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Figure 2 Three Broad Steps of the QKD Protocol

literature. Readers are encouraged to refer to Koashi and Koshiba (2008), Goto (2009),
and Nielsen and Chuang (2010).

This section outlines an overview of QKD protocols (see Figure 2). Most QKD
protocols, including the BB84 protocol, are executed in three broad steps. In Step 1, an
incomplete random number sequence, known as the sifted key, is shared. In Steps 2
and 3, the secure portions of the sifted key are extracted, and the final key is obtained.
Each step is described in the following.

Step 1 involves sharing the sifted key. A random number sequence is shared, and
the states of the quantum and classical channels are monitored. Specifically, in PM-
QKD, the sender transmits a sequence of qubits through the quantum channel, while the
receiver measures the qubits. During this process, the sender probabilistically switches
between types of quantum states, and the receiver also switches between types of mea-
surement methods (measurement bases; see Footnote 6). These choices are later com-
municated and reconciled between the sender and receiver via the classical channel.
The random number sequence shared during this step is not perfectly identical be-
tween the sender and receiver due to noise.14 Moreover, there is a possibility that parts
of this sequence have been intercepted by an eavesdropper. This imperfect sequence is
referred to as the sifted key.

Step 2 involves error correction. By communicating partial information about the
sifted key (e.g., syndromes in error-correcting codes) through the classical channel,15

the sender and receiver identify discrepancies in their keys and correct one party’s key
to match the other’s. This procedure is analogous to error correction in a noisy classical
channel. The proportion of discrepancies is referred to as the error rate, and the length
of the obtained key increases as the error rate decreases.

Step 3 involves privacy amplification. A random number sequence independent
of the key is shared via the public classical channel. Using a predetermined algorithm,
................................
14. For example, noise in the communication channel, eavesdropping by an attacker, and quantum mechanical

fluctuations in measurement outcomes.
15. In some protocols, it is necessary to encrypt and transmit information using a pre-shared key. In such cases,

the key generation rate of the protocol is defined as the total amount of keys generated minus that of the
pre-shared keys used during this step.
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the key is shortened to eliminate any partial information that may have leaked to a
potential eavesdropper. The more information suspected to have leaked, the shorter the
key must be adjusted. As a result of this process, the sender and receiver can share a
highly secure and identical key with an extremely high level of certainty.

IV. Theory of Security Proof in QKD

A. Security Criteria and Assumptions for Security Proofs
The components of a QKD security proof include the security criteria that define the
level of security to be proven, the device model that mathematically represents the
properties of the communication devices, and the QKD protocol itself.
1. Security criteria
The security criteria, which serve as the goal of a security proof, are based on
information-theoretic security. A protocol is considered secure if the key shared
by a real-world protocol Preal is indistinguishable from the key shared by an ideal
protocol Pideal, where the ideal protocol assumes no noise or eavesdropping in the
channel and achieves perfect secrecy.16 This indistinguishability is referred to as
ε-indistinguishability, defined as follows.

Given a positive constant ε, a real-world protocol Preal and an ideal protocol Pideal

are ε-indistinguishable if, for any distinguisher, the following condition

| Pr [B = 1|Preal] − Pr [B = 1|Pideal] | ≤ ε,

holds. Here, a distinguisher is a virtual entity that attempts to differentiate between the
two protocols. On the basis of its evaluation, the distinguisher outputs an estimate B.
If the distinguisher identifies the protocol as ideal, it outputs B = 1; if it identifies it as
real, it outputs B = 0. The probability of obtaining an estimate B under a given protocol
P is denoted as Pr[B|P]. Satisfying ε-indistinguishability for all possible distinguishers
ensures security against all possible eavesdropping attempts, forming the basis for the
protocol’s information-theoretic security.

A protocol that ensures the shared key satisfies this property is referred to as ε-
secure. The positive constant ε, which can be set to any desired value by the QKD
user, intuitively represents the maximum probability that the real protocol’s outcome
deviates from that of an ideal protocol.
2. Assumptions for security proofs
The proof of QKD’s information-theoretic security (or unconditional security17) re-
lies on a set of mathematical assumptions about the abilities of the sender, receiver,
and eavesdropper, as well as the device models and the QKD protocol itself. These
assumptions include the following.

(a) On the quantum channel, the attacker can perform any attack including intercep-
tion and eavesdropping.

................................
16. This security criterion ensures closeness in terms of the trace distance between the ideal and real states.
17. The term “unconditional” in this context has a limited meaning, indicating that no specific conditions are

imposed on the quantum communication channel.
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(b) On the classical channel, the attacker can eavesdrop but cannot impersonate ei-
ther party or tamper with the transmitted data.

(c) Both the sender and receiver can generate genuine random numbers.
(d) The devices function precisely in accordance with the device models.
(e) The eavesdropper has no direct access to the internal components of the devices.

Assumption (a) considers extreme attacks, such as denial of service (DoS) attacks
in which the attacker observes all qubits or completely severs the channel. In such
cases, the length of the shared key becomes zero. This highlights a fundamental char-
acteristic of QKD: while its security is always guaranteed, the ability to share a key is
not.

Assumption (b) indicates that authentication of the parties and messages is se-
curely conducted. Although authentication methods are established for classical com-
munication, it is essential to recognize that the security of authentication is encom-
passed within the overall security of the QKD protocol. For further details, see Section
V.B.

Assumption (c) presumes that the sender and receiver possess secure physical ran-
dom number generators. These generators can be based on quantum or classical pseu-
dorandom methods, but the associated risk profiles differ. Classical pseudorandom gen-
erators are susceptible to backdoor attacks and inherently carry a risk of random num-
ber prediction. Quantum random number generators (QRNGs) are believed to have a
lower risk of backdoor attacks, but they still have a risk stemming from other types of
attacks.18

Assumption (d) defines the device model as an abstraction of real-world devices,
mathematically described within the framework of quantum mechanics.

Assumption (e) presumes that the attacker cannot directly steal the classical bits of
random number sequences stored inside the devices. It is notable that this assumption
does not rule out the possibility of remote extraction attacks. Additionally, regarding
implementation attacks, the associated risks are inherently tied to the assumptions of
the device model.

Under these assumptions, the security of the QKD protocol is established.
3. Relationship between assumptions for security proofs and the threat of imple-

mentation attacks
The security of QKD is proven based on the assumption that devices operate in accor-
dance with their device models. However, discrepancies between real-world devices
and their theoretical models may be exploited by attackers, enabling eavesdropping or
tampering. Such risks pose significant threats of implementation attacks to QKD.

Implementation attacks encompass any attacks that break cryptographic security
without relying on design flaws in the protocol or cryptographic weaknesses.19 In QKD,

................................
18. For example, it is necessary to consider the risk of attacks that replicate random numbers output by a random

number generator through some means.
19. For details on implementation attacks, see, for example, Suzuki, Sugawara, and Suzuki (2015). In classical

cryptography, implementation attacks are classified into invasive attacks, which involve direct physical access
to the internal components of a device, and non-invasive attacks, which do not require such access. Non-
invasive attacks can be further divided into side-channel attacks, where the normal operation of a device is
passively observed, and fault-injection attacks, where errors are actively induced in the device to observe
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these are defined as attacks that compromise the assumptions of the device model.
Importantly, such attacks invalidate the security guarantees provided by mathematical
proofs.

One example of an implementation attack in QKD involves exploiting vulnerabili-
ties in the photon detectors on the receiving side. If a detector is exposed to extremely
intense light, it may become damaged, rendering it unresponsive to light below a cer-
tain intensity. An attacker could exploit this phenomenon by ensuring that the receiver
detects signals only on specific measurement bases chosen by the attacker. This enables
eavesdropping without introducing detectable errors, thereby bypassing the QKD pro-
tocol’s error-checking mechanisms.

To mitigate such risks, countermeasures can be employed, such as introducing
MDI-QKD as described in Section III.C.1., or by actively monitoring the intensity
of incoming light to the receiver to detect potential attacks.

In general, however, anticipating and mitigating unknown implementation attacks
in advance is challenging. Thus, countermeasures against implementation attacks typ-
ically focus on addressing known attack methods. Over the nearly 40-year history of
QKD, particularly in the past two decades, knowledge has been accumulated regarding
device models tailored to real-world devices and countermeasures against implemen-
tation attacks.

In theoretical research, efforts have been made to redesign QKD protocols—
especially the processes for privacy amplification—by incorporating device imper-
fections as assumptions. Such redesign efforts have helped extend security proofs to
account for potential risks posed by these imperfections, effectively nullifying certain
vulnerabilities.

In practice, verifying whether devices operate in accordance with their theoretical
models requires experimental testing of actual devices. This highlights the need for de-
veloping standards for device specifications and establishing institutional frameworks
for verification and certification. For further details on this topic, see Section V.C.

Finally, even in QKD, once information is converted into classical bits, the de-
vices become vulnerable to implementation attacks as classical systems. Thus, standard
countermeasures used in classical systems must also be applied to QKD devices.

B. Advances in QKD Security Proofs
Section IV.B provides an overview of the evolution of research on QKD, focusing on
the security criteria and the device imperfections.

Since the proposal of the BB84 protocol, the theory for proving QKD security
has continuously evolved. Typically, QKD security proofs begin by adopting idealized
assumptions that are conducive to mathematical analysis. These studies have driven
advancements in research on security criteria for QKD protocols.
..........................................................................................................................................

abnormal behavior.
An example of a side-channel attack includes methods that extract information about plaintext by observing

electromagnetic emissions or power consumption from a processing device during encryption or decryption
operations.

In the case of QKD, a classification of implementation attacks similar to those for classical cryptography
has not been well-established. Furthermore, implementation attacks are sometimes referred to as side-channel
attacks, so caution should be taken with the use of terminology.
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Figure 3 Device Imperfection and Security Proof

However, a key challenge has been the gap between the assumptions required for
theoretical security proofs and the practical constraints of real-world devices. To ad-
dress this, researchers have developed improved proofs that incorporate device imper-
fections as explicit assumptions. These advances enable security proofs that preserve
QKD performance while accounting for risks posed by implementation attacks and
other practical limitations (Figure 3).

The following subsections discuss these two research streams. Section IV.B.1. ex-
plains the research on security criteria. Section IV.B.2. explains the research on security
proofs incorporating device imperfections.
1. Advances in research on security criteria
The first QKD protocol was the BB84 protocol, in which the sender generates ideal
single photons and encodes their polarization in one of four states (0◦, 45◦, 90◦, 135◦)
before sending them to the receiver. The receiver, using photon detectors, measures
the polarization of the photons. The original paper by Bennett and Brassard (1984)
claimed that the protocol was information-theoretically secure over an idealized noise-
less channel. However, this claim faced criticism, as real-world channels inevitably
contain noise, rendering the original security proof incomplete.

In response to these criticisms, Mayers (1996) extended the security proof for the
BB84 protocol to account for noisy channels and imperfect measurement devices. This
work advanced the field, establishing a broader consensus among researchers that QKD
could indeed achieve information-theoretic security. However, the security criterion
used in Mayers’ proof was fundamentally based on mutual information.20

Subsequent research by Müller-Quade and Renner (2009) revealed that mutual in-
formation was insufficient as a security criterion. Their findings raised the consensus
among researchers that ε-security, an information-theoretic security criterion, should
be adopted (see the definition of ε-security in Section IV.A.1.). Today, ε-security is the
................................
20. Mutual information is a metric that represents the degree of dependency between two random variables and

can be interpreted as the amount of information about one random variable obtained from the other. Intu-
itively, if the information about the secret key that can be derived from the quantum information processing
system executing a QKD protocol (i.e., the values of certain random variables) is small, the protocol could be
considered secure.

On the basis of this intuition, a security criterion using mutual information was developed. However, coun-
terexamples have demonstrated that a protocol is not necessarily secure despite this intuitive reasoning.
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de facto standard security criterion for QKD protocols.21

2. Advances in research incorporating device imperfections
Even when ε-security is guaranteed, the significance of the security heavily depends on
the underlying assumptions. For device models, several critical aspects must be consid-
ered, including the feasibility of procuring devices that meet the model’s requirements,
the extent of losses and noises in the devices, the accuracy of performance metrics, and
the methods for verifying these metrics.

One challenge involves the light source used in the BB84 protocol. The original se-
curity proof assumed the availability of an ideal single-photon source. However, realiz-
ing such an ideal source is technically difficult, so practical implementations typically
use laser sources with average photon intensities reduced to the single-photon level.

Nonetheless, laser sources inherently emit multiple photons with a certain prob-
ability, violating the assumptions of the original security proof. This discrepancy in-
troduces vulnerabilities that can be exploited by attackers. For instance, when multiple
photons with identical quantum states are emitted, an eavesdropper could intercept one
photon while forwarding the remaining photons to the receiver. Since the eavesdropper
leaves no trace of their interference, the attack compromises the security of the protocol
without introducing detectable errors. Thus, regardless of analysis, it is fundamentally
impossible to derive a secure key from signals containing multiple photons under the
BB84 protocol.

Furthermore, laser light in reality exists as a superposition of single-photon and
multi-photon states, creating additional risks of efficient eavesdropping via imple-
mentation attacks. To mitigate these risks, countermeasures involving phase random-
ization of the laser light have been developed. This randomization—achieved using
laser oscillation instability or phase modulators—transforms the laser light into a prob-
abilistic mixture of classical states corresponding to various photon numbers, neutral-
izing attacks that exploit its quantum superposition nature.

The methodology for proving security under such conditions was established by
Gottesman et al. (2004). However, this approach introduced a drawback: long-distance
communication performance was substantially lower compared with systems using
ideal single-photon sources.

To address the performance decline, decoy-state QKD (Hwang [2003], Lo, Ma,
and Chen [2005], Wang [2005]) was proposed. In this protocol, the sender probabilis-
tically varies the intensity of laser pulses, and the receiver analyzes the corresponding
detection rates. If an attacker selectively targets multi-photon states, changes in detec-
tion rate ratios reveal the attack’s presence.

Decoy-state QKD offers the following benefits. First, the average key generation
rate per pulse improves to levels comparable with those achievable with ideal single-
photon sources, even over long distances. Second, laser sources with high pulse rep-
etition rates outperform single-photon sources in average key generation rate per unit
time.

Decoy-state QKD exemplifies advancements in QKD protocols and security proofs
addressing device imperfections, as illustrated in Figure 3. Beyond this study, Sajeed et

................................
21. For the approach in security proofs based on ε-security, please refer to the appendix.
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al. (2021) provide a comprehensive survey of other device imperfections.22 For many
known implementation attacks exploiting such imperfections, basic countermeasures
have been devised. For unknown implementation attacks and device imperfections with
unclear security implications, Pereira et al. (2020) proposed a methodology to handle
discrepancies between adopted device models and idealized models. Their framework
quantifies these differences using fidelity-like metrics, ensuring QKD system security
if discrepancies remain sufficiently small.

Many frameworks addressing device imperfections include provisions for verifying
noise levels in devices as part of their security guarantees. Thus, simplifying device
property testing and ensuring high QKD protocol performance remain key challenges
in the field.

V. Discussion

This section examines the challenges toward the widespread adoption of QKD.
Section V.A. reviews position papers on QKD published by national information

security organizations and agencies. Section V.B. discusses authentication in QKD.
Section V.C. summarizes the standardization of QKD protocols and technologies. Fi-
nally, Section V.D. explores the key challenges toward the adoption of QKD, on the
basis of the preceding discussions.

A. International Assessments of QKD
Information security agencies and related authorities from various countries have pub-
lished documents evaluating QKD. Many of these assessments express skepticism re-
garding the practicality and cost-effectiveness of QKD. However, note that these evalu-
ations often assume a comparative context with PQC, specifically focusing on general-
purpose encryption used in Internet communications.

Reviewing these documents, QKD is not currently viewed as a viable alternative to
PQC in terms of performance and cost. Its primary advantage lies in its information-
theoretic security, which is particularly beneficial for scenarios requiring ultra-long-
term confidentiality or for addressing risks such as the secret compromise of PQC or
the threat of HNDL attacks. Thus, the value of QKD depends on its application context.

As discussed in Section II.D., QKD is best suited for the transmission of highly
confidential information with restricted applications. Thus, its most appropriate com-
parison is likely with trusted courier systems rather than PQC. In any case, constructive
discussions about the appropriate use cases for QKD and its differentiation from PQC
should consider evaluations from cryptographic experts.

The following provides a summary of the evaluations of QKD by national authori-
ties.

The U.S. National Security Agency (2021) has stated that it does not recommend
the use of QKD in National Security Systems unless the following technical limitations
are addressed.

................................
22. For example, the uncertainty in the sender’s ability to perfectly prepare qubits in the desired states is taken

into consideration.
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(a) QKD does not provide authentication mechanisms equivalent to digital signa-
tures.

(b) QKD requires dedicated communication devices.
(c) QKD relies on trusted relays, which increases infrastructure costs.
(d) The actual security guaranteed by QKD depends on the implementation of the

communication devices.

The authors consider these constraints, highlighted in the discussions by the NSA
and other nations, as follows.23 Limitation (a) does not significantly undermine the
utility of QKD. For further details, please refer to Section V.B. Limitations (b) and (c)
primarily relate to the issue of initial implementation costs. In scenarios requiring ultra-
long-term confidentiality, QKD remains a promising option even with such costs. Ad-
ditionally, studies have proposed cost-effective approaches that integrate existing com-
munication lines with QKD-based systems, providing further support for its adoption.
Regarding limitation (d), similar constraints apply to classical cryptographic systems,
including PQC. Nevertheless, for QKD, the establishment of institutional frameworks
to certify device security remains a challenge. For further discussion, see Section V.C.

The United Kingdom’s National Cyber Security Centre (NCSC) also expressed its
position on QKD in a white paper on cryptographic transition published in November
2020 (National Cyber Security Centre [2020b]). Citing reasons similar to the aforemen-
tioned limitations (a) and (b), the NCSC recommended against the use of QKD in all
government and military institutions. Further details on these reasons were elaborated
in another white paper on QKD and quantum random number generation, released in
March of the same year (National Cyber Security Centre [2020a]).

The Netherlands National Communications Security Agency (2022) has similarly
criticized QKD, citing limitation (a) as a vulnerability to man-in-the-middle attacks.
A man-in-the-middle attack occurs when an attacker intercepts and manipulates com-
munication between a sender and receiver, who mistakenly believe they are directly
communicating with each other, thereby enabling an attacker to eavesdrop or alter the
transmitted information. To address this vulnerability, the use of PQC for authentica-
tion has been proposed; however, doing so would undermine the relative advantages
of QKD to PQC. Additionally, the agency noted that the security proofs for QKD are
incomplete because they fail to account for the entire application environment in which
QKD is implemented. Many of the assumptions regarding the devices are unrealistic.
Moreover, QKD suffers from limitations in communication distance, the necessity of
numerous trusted points, and poor scalability. On the basis of these considerations, the
agency concluded that QKD cannot serve as a viable substitute for PQC.

A position paper ANSSI (2023) published by France’s National Agency for the
Security of Information Systems (Agence Nationale de la Sécurité des Systèmes
d’Information: ANSSI) highlighted the challenges of large-scale deployment of
QKD, emphasizing that the risks posed by universal quantum computers are already
................................
23. Additionally, Renner and Wolf (2023) have reviewed and countered the NSA’s evaluation. Their paper con-

cludes that many of the issues raised by the NSA regarding QKD will be resolved in the medium- to long-term
future. Here, the medium-term future refers to an era when affordable optical devices and quantum repeaters
become available, while the long-term future refers to a time when quantum computers are interconnected
via quantum networks.
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addressed within PQC. While the paper acknowledged the potential niche applications
of QKD, such as secure communication between critical sites, it also pointed out
that QKD fails to meet many of the functional requirements demanded by modern
communication systems, including scalability, high transmission speed, and end-to-
end encryption. Thus, the agency concluded that PQC is a more suitable option for
long-term data protection.

In a joint position paper released by the information security authorities of France,
Germany, the Netherlands, and Sweden (ANSSI et al. [2024]), additional limitations of
QKD, as outlined by the U.S. NSA, were reiterated. The paper notes that QKD’s con-
straints on transmission speed preclude its use for encrypting data payloads. Instead,
the data must be encrypted using symmetric cryptography rather than OTPs, meaning
that QKD cannot guarantee information-theoretic security for the data itself. Moreover,
it is argued that the theoretical security assurances of QKD are not directly applicable
to its practical implementations in real-world devices. On the basis of these considera-
tions, the paper concluded that QKD remains an immature technology and, for the time
being, is limited to niche applications.

However, in the authors’ view, QKD holds the potential to be effectively combined
with OTPs by continuously running the QKD protocol to accumulate keys even during
periods of non-use. This approach enables the practical encryption of data payloads
using OTPs. Furthermore, as discussed in Section IV., security proofs now increas-
ingly account for device imperfections, thereby narrowing the gap between theoretical
guarantees and practical implementations.

B. Discussion on Authentication
As noted in Section V.A. with reference to the evaluation of the U.S. NSA, QKD has
been criticized for not providing an inherent authentication mechanism. Without mu-
tual authentication, QKD becomes vulnerable to man-in-the-middle attacks. However,
since QKD utilizes both quantum and classical channels, integrating any desired au-
thentication mechanism is feasible through the classical channel. Ideally, mutual au-
thentication should be conducted before initiating key sharing to verify the legitimacy
of the communication partner.

This section discusses how the choice of authentication mechanism integrated with
QKD impacts the assumptions and security evaluations of the entire QKD protocol,
including authentication. In particular, as explained later, even if the authentication
mechanism is based on computational security, this does not necessarily undermine
the overall utility of QKD.

Many QKD protocols aim to achieve information-theoretic security not only for the
key distribution process but also for authentication. To this end, they often incorporate
the Wegman-Carter authentication scheme (Wegman and Carter [1981]), designed
to ensure information-theoretic security. This scheme assumes that the sender and re-
ceiver share a small number of secure random numbers in advance—no more than the
logarithmic scale of the classical communication volume. Under the use of Wegman-
Carter authentication, QKD should more accurately be described as “key growing”
rather than “key distribution.” In this sense, QKD can be viewed as a mechanism for
prolonging the secure random number sequence pre-shared for Wegman-Carter authen-
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tication.
If information-theoretic security is not required for mutual authentication, compu-

tationally secure authentication may also be employed. For instance, digital signatures
based on elliptic curve cryptography can be used. However, because it does not guar-
antee security against quantum computers, there remains a risk of impersonation.

Digital signatures based on PQC provide security against quantum computers. In
this case, as discussed in Section II.D., this leads to criticisms that QKD offers lit-
tle relative advantage over PQC. Nonetheless, the importance of information-theoretic
security for authentication is generally lower than that for data confidentiality.

In authentication, it is sufficient to ensure the authenticity of the communication
partner only during the limited timeframe in which message exchange occurs. Even if
the authentication mechanism is based on computational security and could potentially
be compromised in the future, impersonation of the partner would have no practical
impact once the exchange is completed. Thus, in practice, as long as computationally
secure authentication mechanisms cannot be broken within the short timeframe, the
utility of QKD in ensuring the confidentiality of the data payload remains largely intact.

C. Standardization of QKD
A challenge of QKD is to establish an institutional framework to verify and certify the
security of its communication devices. Toward this goal, international standardization
is being promoted. Such frameworks are expected to promote the adoption of QKD
by providing formal certification of cryptographic products’ security on the basis of
international standards.

To provide context, the following provides an overview of the institutional frame-
works for classical cryptographic products. Institutional frameworks for third-party
evaluation and certification have been established and are currently in operation. In
Japan, the Japan Information Technology Security Evaluation and Certification
Scheme (JISEC)24 provides a framework under which the security functions of
products and systems are defined and assessed on the basis of the Common Criteria
(CC) established by the International Organization for Standardization (ISO/IEC
15408). These assessments certify whether the security functions are appropriately
implemented. Additionally, the Japan Cryptographic Module Validation Program
(JCMVP)25 provides a framework to test and certify cryptographic modules on
the basis of standards such as the U.S. Federal Information Processing Standards
(FIPS 140-3) or its international equivalent, ISO/IEC 19790. Cryptographic modules
implementing algorithms listed in the e-Government Recommended Ciphers List26

are tested and certified by third-party organizations under Japan’s national standard,
JIS X 19790, which aligns with ISO/IEC 19790. The historical context of these
frameworks is thoroughly discussed in Tamura and Une (2008).
................................
24. For an overview of JISEC, please refer to the following webpage provided by the Information-technology

Promotion Agency (IPA) (https://www.ipa.go.jp/security/jisec/about/index.html).
25. For an overview of JCMVP, please refer to the following IPA webpage (https://www.ipa.go.jp/security/jcmvp/

index.html).
26. Cryptography Research and Evaluation Committees (CRYPTREC) has established a list of recommended

cryptographic algorithms for procurement in e-government systems, commonly referred to as the CRYP-
TREC Cryptographic List.

117



For QKD, the standardization of cryptographic protocols as well as the institutional
frameworks for evaluation and certification of QKD products will be essential for its
broader adoption. Specifically, for the deployment of QKD products, security evalua-
tion standards certified by a third-party organization for compliance with international
standards and implemented using methods recommended by public authorities will
serve as critical benchmarks for decision-making.

In recent years, the development of security evaluation standards for QKD has
been progressing in Europe and other regions. In Europe, the European Telecommuni-
cation Standards Institute (ETSI) published a Protection Profile (ETSI GS QKD 016)
in April 2023. This document defines security requirements for CC-based evaluations,
with contributions from Japan’s National Institute of Information and Communications
Technology (NICT).27

Furthermore, significant advances have been made in the international standard-
ization of security evaluation criteria. The ITU-T Recommendations,28 which are in-
ternational standards for telecommunications, already include numerous standards for
QKD within the Y.3800 series. As of the time of writing (February 2024), 20 standards
ranging from Y.3800 to Y.3819 have been established. ITU-T Recommendations are
recognized as one of the enforceable de jure standards29 under the WTO/TBT Agree-
ment.30 Additionally, the Agreement on Government Procurement within the WTO
agreements mandates that technical specifications in government procurement be based
on international standards wherever appropriate, giving ITU-T Recommendations sig-
nificant influence over public procurement.

In the field of information security, ISO/IEC JTC 1/SC 27 is also working on stan-
dards related to QKD security. For example, the draft standard ISO/IEC CD 23837-1/2
defines security requirements and specifies testing and evaluation methods for QKD.
Similarly, an Industry Specification Group (ISG) under ETSI has advanced the stan-
dardization of QKD. Japanese researchers have significantly contributed their exper-
tise to the development of these standards. For the effective implementation of these
standards after their establishment, it is also crucial to cultivate domestic testing and
certification bodies.

D. Challenges for the Adoption of QKD
The adoption of QKD faces four key challenges as follows.

The first challenge lies in improving communication performance by advancing
................................
27. For further details, refer to the NICT webpage (https://www2.nict.go.jp/qictcc/social/standard.html).
28. The International Telecommunication Union (ITU) is a specialized agency of the United Nations responsi-

ble for developing international standards for telecommunications. Among the three sectors of the ITU, the
ITU-T (ITU Telecommunication Standardization Sector) focuses on telecommunication standardization. The
international standards developed by ITU-T are published as ITU-T Recommendations.

29. The TBT Agreement, included in the WTO Agreement, establishes principles to ensure that national standards
for industrial products and their conformity assessment procedures do not create unnecessary obstacles to
international trade (Technical Barriers to Trade). It emphasizes the development of standards on the basis of
international norms.

30. A de jure standard refers to an official standard that has been formally documented and developed through
publicly available procedures by a standardization body. In contrast, a forum standard is a standard estab-
lished through the consensus of companies and experts interested in standardization within a specific field.
A de facto standard refers to a standard created by an individual company or other entity that has become
dominant in the market through selection and competition.
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the theory of protocols and their security proofs, as well as communication devices.
These elements are not independent; instead, there is a reciprocal relationship where
improvements to protocols and devices necessitate corresponding updates to security
proofs.

The second challenge involves developing institutional frameworks for evaluating
and certifying the security of QKD devices. For QKD systems manufactured by vari-
ous vendors to operate seamlessly on the same network, it is essential to standardize
protocol specifications. Additionally, accumulating and validating expertise in imple-
mentation practices is crucial to prevent implementation attacks.

In Japan, it would be worth considering the option of including QKD-related cryp-
tographic technologies in the e-Government Recommended Ciphers List, which pro-
vides guidelines for government procurement.

The third challenge is the development of quantum relay technology. In QKD sys-
tems that rely on classical relays, trust in the relay devices is a prerequisite, which sig-
nificantly diminishes the inherent value of QKD. As of February 2024, there have been
no successful demonstrations of quantum relays. However, the realization of quantum
relay technology is a critical milestone for maintaining QKD’s relative advantage over
other encryption schemes. For detailed discussions on proposed approaches and chal-
lenges related to quantum relays, refer to Azuma et al. (2023).

The fourth challenge involves lowering the costs associated with deploying and
operating QKD systems. The need for specialized devices makes the initial setup ex-
pensive, making it impractical for individual companies to establish proprietary QKD
networks. Thus, public initiatives to develop and support communication infrastruc-
ture are essential. In this regard, Japan’s efforts—led by NICT to demonstrate QKD
networks—are a step in the right direction. Additionally, advancements in technolo-
gies that integrate QKD with existing networks could further reduce operational costs,
enhancing its feasibility for broader adoption.

VI. Concluding Remarks

While progresses have been made in QKD demonstration experiments across major
countries and regions, QKD remains a developing technology. Its societal utility heav-
ily depends on uncertain future technological advancements. At present, QKD is not a
replacement for the general-purpose encryption schemes used in Internet communica-
tions. Instead, it is best suited for transmitting highly confidential information between
limited, secure endpoints.

The unique strength of QKD lies in its information-theoretic security, a robust prop-
erty that cannot be guaranteed by PQC. For transmitting highly confidential informa-
tion with exceptionally long retention periods, QKD could become a valuable option.
Moreover, the advent of quantum computers capable of breaking conventional cryptog-
raphy and the potential development of new cryptanalysis algorithms targeting PQC are
unpredictable. Considering these tail risks, QKD provides a societally valuable option.

Beyond the scope of this paper, QKD could contribute to future innovations such
as quantum-secure clouds, enabling the information-theoretically secure distribution
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and storage of data by combining QKD networks with existing cryptographic tech-
nologies (e.g., secret sharing). Additionally, the development of a quantum Internet,
which could interconnect quantum information processing devices on a global scale,
might emerge in the distant future. The research and development of QKD are likely
to proceed with these societal implications and potential applications.

For now, it is crucial for the financial sector requiring high-security solutions to
gain a precise understanding of the technical capabilities of QKD, the security services
it provides, and the level of security it guarantees.
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APPENDIX: APPROACHES TO PROVING ε-SECURITY
There are two major approaches to proving ε-security.

The first approach employs the quantum version of the leftover hash lemma (Ren-
ner [2005], Tomamichel et al. [2011]). The hash values of the sifted key are compared
between the sender and the receiver. For legitimate senders and receivers, who share an
identical sifted key, the hash values will match. However, for an eavesdropper who pos-
sesses only partial information about the sifted key, the presence of unknown elements
prevents the hash values from matching. If the hash values are sufficiently consistent
between the sender and receiver, the final key can be considered secure.

The second approach involves virtual error correction (Lo and Chau [1999], Shor
and Preskill [2000], Koashi [2009]). This approach treats the changes in the key caused
by eavesdropping as errors induced by the eavesdropper obtaining key information. It
then verifies whether these errors can be corrected. If correction is possible, it indicates
that the eavesdropper does not possess sufficient information about the key, and the
final key is secure. This technique is termed virtual error correction because it deter-
mines the correctability of errors theoretically from the error rate, without performing
the experimentally challenging quantum error correction.

Following these proofs, further discussions have developed to evaluate more rigor-
ously the characteristic quantities (e.g., min-entropy, phase error rate) that demonstrate
the security of the final key in protocols guaranteeing ε-security.

124 MONETARY AND ECONOMIC STUDIES /NOVEMBER 2025



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (Japan Color 2001 Coated)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.6
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType true
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 524288
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness false
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages false
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.00333
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages false
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.00333
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages false
  /MonoImageMinResolution 600
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Average
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /FlateEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (Japan Color 2001 Coated)
  /PDFXOutputConditionIdentifier (JC200103)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /ARA (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /BGR (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /CHS (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /CHT (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /CZE (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /DAN (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /DEU (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /ENU (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /ESP (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /ETI (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /FRA (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /GRE (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /HEB (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /HRV (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /HUN (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /ITA (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /KOR (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /LTH (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /LVI (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /NLD (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /NOR (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /POL (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /PTB (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /RUM (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /RUS (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /SKY (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /SLV (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /SUO (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /SVE (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /TUR (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /UKR (Use these settings to create Adobe PDF documents best suited for prepress printing of International Academic Publishing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /JPN <FEFFff08682aff0956fd969b6587732e53705237793e306e30a430f330bf30fc30cd30c330c8516c958b306b90693057305f002000410064006f0062006500200050004400460020658766f830924f5c62103057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200037002e003000204ee5964d3067958b304f30533068304c3067304d307e30593002>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /BleedOffset [
        0
        0
        0
        0
      ]
      /ConvertColors /NoConversion
      /DestinationProfileName (Japan Color 2001 Coated)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements true
      /GenerateStructure false
      /IncludeBookmarks true
      /IncludeHyperlinks true
      /IncludeInteractive true
      /IncludeLayers true
      /IncludeProfiles false
      /MarksOffset 0
      /MarksWeight 0.283460
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /UseName
      /PageMarksFile /JapaneseWithCircle
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice


