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Estonian Education Estonian
. i) !
Information System Information System S Problem
Authority statement

Ministry of Education <+
and Research —p
R .
. Study
Ministry of Finance Statistician  result  Study
Register of IT Center (CentAR) customer

taxable persons (ITL)

Estonian Tax and HiAT : Bogdanov, D., Kamm, L., Kubo, B., Rebane, R.,

Customs Board — Sokk, V., & Talviste, R. (2016). Students and taxes: a
' privacy-preserving study using secure

; computation. Proceedings on Privacy Enhancing
Cybemetica Technologies, 20163), 117-135.

Fig. 1. Stakeholders of the privacy-preserving statistical study
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BILDEEAQ : “RECOMMENDATIONS 01/2020”
HITE : BKED (BED) +EERE

F—AIANRBITETRUTCVB THAISKELEDORIEE SR> TLBDH. XK
E(C(F, SIEAREFLAN)ILTOT —FREEDS, NEBEZSOERES
HITODT —AREMEBEELTLWRVLED, BRTERULET—5&RED
BHHCES S & EUVERERDEED, REFSHAEICERLU, ChiGERU
EiBaIClE, AAE - BT ARIFETICEYE TS EUT, REEFER
5l EESHEFINEIEESSESFZEZAVTCHITEITOTLE.

D, BRKTERULT —SREDEA] 1Y, BT S/ —2—)L
RTHD, BRINAIDFHE UTE, TDELCDVWTREN F =N TS,
* Commission Implementing Decision (EU) 2016/1250 of 12 July 2016 pursuant to Directive 95/46 /EC

of the European Parliament and of the Council on the adequacy of the protection provided by the EU-
U.S. Privacy Shield (notified under document C(2016) 4176) (Text with EEA relevance) C/2016/4176.
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Commission Implementing Decision (EU) 2016/1250 of 12 July 2016 pursuant to Directive
95/46/EC of the European Parliament and of the Council on the adequacy of the protection
provided by the EU-U.S. Privacy Shield (notified under document C(2016) 4176) (Text with EEA
relevance) C/2016/4176

BiEE - JUEEH

KEBEHE(C
R =>4 O b
BEE - JUEEH

KE
EIES|IEES
(FTC)

2024/2/15 FLumlEREF1IUT o - SRS IA 31



MAXIMILLIAN SCHREMS V DATA PROTECTION
COMMISSIONER(C-362/14) (SCHREMSI)

(interpretation of Directive Art.25-26)

...in the light of Articles 7, 8 and 47 of the Charter of Fundamental Rights of the
European Union

...the term ‘adequate level of protection’ must be understood as requiring the third
country in fact to ensure, by reason of its domestic law or its international
commitments, a level of protection of fundamental rights and freedoms that is
essentially equivalent to that guaranteed within the European Union by virtue of
Directive 95/46 read in the light of the Charter.
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THE CHARTER OF FUNDAMENTAL RIGHTS
OF THE EUROPEAN UNION

Article 7

Respect for private and family life

* Everyone has the right to respect for his or her private and family life, home and
communications.

Article 8

Protection of personal data
“ 1. Everyone has the right to the protection of personal data concerning him or her.

* 2. Such data must be processed fairly for specified purposes and on the basis of the
consent of theperson concerned or some other legitimate basis laid down by law. Everyone
has the right of access to data which has been collected concerning him or her, and the
right to have it rectified.

* 3. Compliance with these rules shall be subject to control by an independent authori
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| SCHREMSISRTE

SchremslPRTE T (&, "Commission Implementing Decision (EU) 2016/1250 of 12 July
2016 pursuant to Directive 95/46 /EC of the European Parliament and of the Council
on the adequacy of the protection provided by the EU-US Privacy Shield is invalid.”,

DFED, BRI SA/\Z—2—)L RICDWTDOTDHERENER & Sz

TOECDER(E, BIELTHIKE(CHITD/\TUYD - 7O, B,
RKEHQNZ2EREDEHICHITUTWVWDIEREDEICHSITBRIBED, RHHES
BEXRIEESSHRODDIIEFIDHEREBEOLUANIVISGEUTWLWERWVWEWLD C EICHD.

FICEETHDIRELT,

- OKREIDHIEFERDT T, IERKEATHS (BRMNTERESE) S—FEHEHD, KEZS
(CX U TEREAAIEEREFIZSEX SNTUVWERWNC &,

- QAKEIDRIGHEIE IR T D I=hDIEREE T B(ETDA > T X)\—Y > OMII LR
SnTLWaEWwWC &
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133 It follows that the standard data protection clauses adopted by the Commission on the
basis of Article 46(2)(c) of the GDPR are solely intended to provide contractual guarantees
that apply uniformly in all third countries to controllers and processors established in the
European Union and, consequently, independently of the level of protection guaranteed in
each third country. In so far as those standard data protection clauses cannot, having regard
to their very nature, provide guarantees beyond a contractual obligation to ensure
compliance with the level of protection required under EU law, they may require, depending
on the prevailing position in a particular third country, the adoption of supplementary
measures by the controller in order to ensure compliance with that level of protection.

133 GDPR46 &(2)(c)[CED VTN EZEE SN IR USIZENRT —SREHFR(Z,
EU [CERY SNTEBIBEENMUIBE(CH LT, INTOE=—"ET—FCBEBARA=INDS
2 FORIITERM T DT EDHZENELTHED, TORER, JE=ETHRIL
SNTVWBRELNILEITIEBEGE THD. CNSOEENRT—FIRERIE(L,
TOMHEE, EUEDT TERSNDRE L RILN\DEIZRELE T DI2sbDILH) L
DEIRZBR DIFRIEZIRHEIBCENTERVEDICHBWT, B EDOE=FEDE
ACIHUT, BTORELANINADENZRIET DIzH(C, BIBENENNRIEE
AT DR EEERT DIFENHB.
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GDPRBIS(109) The possibility for the controller or processor to use standard data-
protection clauses adopted by the Commission or by a supervisory authority should prevent
controllers or processors neither from including the standard data-protection clauses in a
wider contract, such as a contract between the processor and another processor, nor from
adding other clauses or additional safeguards provided that they do not contradict, directly
or indirectly, the standard contractual clauses adopted by the Commission or by a
supervisory authority or prejudice the fundamental rights or freedoms of the data subjects.
Controllers and processors should be encouraged to provide additional safequards via
contractual commitments that supplement standard protection clauses.

(109) BN BB R R (FEEHEC &> TURIRSNTEES — S RENHRE SRS X
FUEENFIAT B ENCTEDEND T &N, BNBEEE T FEEMEC Lo
CIRIRSN-BEDNRIE S BER IMECPERT, hD, F— IEADER
IMERI RO EBREF 350 TIIRVRD, BEER (GMPEN, WPE R
DIIZE EDEDBHDE S, & DILEEDZHOR(CEES — 5 IRERET
SHBCERBITBEDTRREL, £z, TONRDORCHORERERES
BT 3 EABTRENTER. ERERUIEEL, 28> —5 FELE
ERET R0 LOWEEN LT, ENNREEEEEEHET 5 ENEHEN
RENERSRWN.
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EDPB (BRI > —F{REER— )
20205F11H11HI(C(E, "Recommendations 01/2020 on measures that supplement transfer tools to
ensure compliance with the EU level of protection of personal data" (EUDENF—FRED L)L
DEF MR (CT DIZHDBERY —ILICENN Y DR E(CEY 281E, DENMREEED
&1 ) ZARU, 2020F12H21BFT/NT U OOXAS MU
2021F6H 18H“Recommendations 01 /2020 on measures that supplement transfer tools to ensure
compliance with the EU level of protection of personal data Version 2.0” (EUDAE AT —S 1R
%f\‘)L@E?%ﬁﬁ%(:@“%t@@%ﬁi‘y—)b(:ﬁbﬂ?%%%(:%@“%ﬁb%’%ﬁ&) - VXa/N

EDPBXUEDPS (BRI T —FIRERRE)
HISCCEIC2021F1A14H (ICERATERZIRARTLD

EDPB - EDPS Joint Opinion 1/2021 on the European Commission’s Implementing Decision on standard contractual clauses between
controllers and processors for the matters referred to in Article 28 (7) of Regulation (EU) 2016/679 and Article 29 (7) of
Regulation (EU) 2018/1725.
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“RECOMMENDATIONS 01/2020 ON MEASURES THAT SUPPLEMENT TRANSFER TOOLS TO ENSURE COMPLIANCE WITH
THE EU LEVEL OF PROTECTION OF PERSONAL DATA VERSION 2.0" (EUDABLA 5~ — S EREED L AILD
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Use Case 5: Split or multi-party processing
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BEE - AEE

DHEEBEDIRVHEO

RN WIEE O

a data exporter processes personal data in such a manner that it is split into two or more parts each of which can no longer be interpreted or
attributed to a specific data subject without the use of additional information,

each of the pieces is transferred to a separate processor located in a different jurisdiction,

the processors optionally process the data jointly, e.g. using secure multi-party computation, in a way that no information is revealed to any of them
that they do not possess prior to the computation,

the algorithm used for the shared computation is secure against active adversaries,

there is no evidence of collaboration between the public authorities located in the respective jurisdictions where each of the processors are
located, which would allow them access to all sets of personal data held by the processors and enable them to reconstitute and exploit the content
of the personal data in a clear form in circumstances where such exploitation would not respect the essence of the fundamental rights and freedoms
of the data subjects. Similarly, public authorities of either country should not have the authority to access personal data held by processors in all
jurisdictions concerned.

the controller has established by means of a thorough analysis of the data in question, taking into account any information that the public
authorities of the recipient countries may possess, that the pieces of personal data it transmits to the processors cannot be attributed to an

identified or identifiable natural person even if cross-referenced with such information, BUEERtTEL YT - SRS
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SBYNDZEHGB) 1 PROMOTING DIGITAL PRIVACY
TECHNOLOGIES BILL(117TH CONGRESS (2021-2022))

SEC. 2. DEFINITIONS.

In this Act:

* (1) PERSONAL DATA.—The term “personal data” means information that identifies, is linked to, or is reasonably linkable to, an individual or a
consumer device, including derived data.

* (2) PRIVACY ENHANCING TECHNOLOGY.—The term “privacy enhancing technology”—

= (A) means any software solution, technical processes, or other technological means of enhancing the privacy and confidentiality of an individual’s personal data in data or sets of
data; and

= (B) includes anonymization and pseudonymization techniques, filtering tools, anti-tracking technology, differential privacy tools, synthetic data, and secure multi-party computation.

SEC. 3. NATIONAL SCIENCE FOUNDATION SUPPORT OF RESEARCH ON PRIVACY ENHANCING TECHNOLOGY.

The Director of the National Science Foundation, in consultation with other relevant Federal agencies (as determined by the
Director), shall support merit-reviewed and competitively awarded research on privacy enhancing technologies, which may
include—

= (1) fundamental research on technologies for de-identification, pseudonymization, anonymization, or obfuscation of personal data in data sets
. imentc¢ 4 9 ¢ P Y 4 P
while maintaining fairness, accuracy, and efficiency;

* (2) fundamental research on algorithms and other similar mathematical tools used to protect individual privacy when collecting, storing, sharing,
or aggregating datg;

= (3) fundamental research on technologies that promote data minimization principles in data collection, sharing, and analytics; and
* (4) research awards on privacy enhancing technologies coordinated with other relevant Federal agencies and programs.

Introduced In Committee Crossed Over . Dead
02/04/2021 01/19/2022 05/12/2022 Pessed 01/03/2023

https://www.billtrack50.com/billdetail /1303148
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SBILNDZEHI@ : SECURING AMERICAN RESEARCH FROM
CYBER THEFT ACT(117TH CONGRESS (2021-2022))

SEC. 2. PURPOSE.

The purposes of this Act are to help institutions of higher education protect federally funded
research from cyber theft and interference by—
* (1) directing the Networking and Information Technology Research and Development Program to provide for

support and guidance on improving the security of academic computing and networking systems that process,
store, and transmit federally funded research; and

* (2) establishing a pilot program to support regional secure computing enclaves for academia to provide
researchers with secure data storage and adequately protect Federal Government data.

SEC. 4. COMPUTING ENCLAVE PILOT PROGRAM.

* (d) Program Elements.—The Director shall work with institutions of higher education selected pursuant to
subsection (b) to—

* (1) develop an approved design blueprint for compliance with Federal data protection protocols;

* (2) develop a comprehensive and confidential list, or a bill of materials, of each binary component of the software, firmware, or product
that is required to deploy additional secure computing enclaves;

* (3) develop templates for all policies and procedures required to operate the secure computing enclave in a research setting;
= (4) develop a system security plan template; and

* (5) develop a process for managing a plan of action and milestones for the secure computing enclave.

Introduced In Committee Arneacin e Dead
06/08/2021 06/08/2021 rossed Over Passed 01/03/2023

https://www.billtrack50.com/billdetail /1379770 . R
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