754 NY—{RER DT
~EBBMOBMEELEEHIEDOEEFIDIENT~

LINEY 7 —#%X&1t
Privacy & Trust Team, Manager

A Ex

LINEY - BASRIT RS FT E R mR L Y 9 —
FE2AEIER I UT 1 - SORSILA
20242 B15H



HoiEn

aKZB MR EX (FZI7D055 1=2HH)
mTE : LINEV 7 —#%=A&4t

Privacy & Trust Team, Manager
m iR

o HIRIE - BIIHE=EH TS A4 /N\NY —TI0OHEDHRTERH
o k-ERL. MBHE. ERDTTA/\Y—

o M IF TR S ERIEE - EHEERD
o = TPHANY k., [FEELETH. FHHN F
o [MEETEMAS] DFKIL
o TS ERES [WMEBHBETHWG] il
o [TSANY—TVIHE] OFP FNAY—

S
s

o ZTOMth: BX(ITZF). MBA. KFEEEN. SHBAZE. BELL

'F iE E |
n aisstos
8708 R
Bhe) &R

'|\§$EL£¥¥E®ED : C
TS5 ANY —RERMOFELE



FREOEBS

o T ANY —RERMDERE

o FL Y RIRT S A INY —(RERM
« ENTTANY— BEFB. MPC/TEE("BEHE")
o {HHEDE BN

o SERDuEFH : [EH]
o {HHAEDOEDNEE > ERDRMHDEFDERE
o RMITIFTHEL > & &IERME DIEHE




Contents

ol. 7S AN —ETFSA /N —(REFRT

02 NV RIETS AN —{REFIM
e 2-1. ER T4\ —
o 2-2. EEFYH

e 2-3. MPC/TEE(*"M=EtE")

hk
&
4

1 FANY—EBEEEZBDOHEFEDEEMF(LINEYT 7 —)
-2. FOMOEARIDEH




Contents

ol. TS ANY—ETSANY —RERAM




754F9—tﬂ

(FE&fizx - TV

To2A4NY —
— EFDAIRE -

B JSANY— (D) DH
(KREFr DYEEBELSS SoE DIRRS | ™)

—&lE BN - i - MESOHENE=PEADRE
2T D, (HHEEILD) BO=IE

\ »

ETBE BERNICEDTD

[TS5ANY—DWER] TWL [TS5ANY—1E] ORIKT D

B ISANY— (DEF) OEELHZEX

c O EDICLTHEINDHER (right to be let alone)

Samuel D. Warren and Louis D. Brandeis

« MESEZHEDICRHATINGEVE WS EBIREL UV UIEF
[BEDH E] BRIEF FF) (1960)

«BA, JIL—FRIZHBD .

Fle. EOEEICMBAICERI DD ZEHSRE CEDHES

Alan F. Westin,

, “The Right to Privacy”

(1890)

B2l I BIEHRELD. EDLSIC.

“Privacy and Freedom”"( [ 754N\ —&BH] ) (1967)

X1 HHE - 2 ESHES, "TSANY—ZEFoLITY —ERORMEEI 1. TSNV — - BABHRR
%

EmiE ﬁ??ﬂ']@ﬁﬁtﬁﬁ 15¥RALIE 54(11),1106-1114 (2013-10-15)

7 DIRRT)

TELT BEM AR
SRENSD (AL

B [B2BHRIY O-E] DERGER. BlOZXE

1890 1965 1970 1975 1980 1985 1990 1995 2000 2005 2010 2015 2020
S A S/ — srm e NN NN AN AN EE AN NN NN EEREEEREEREEEREEREEEREEREEEEE »
Cooley Beangy
Warren& Fried
Brandeis Westin Miller
BERIS1I\>—
Data Protection GOPR
(Datenschutz) ® >
ERMETES >
OECD >
|BERER
BABRREE TRI2TEHRIE HFO3FIUE
BAEE y) A'
¥ > 2
LRSS s 2ho 2> >
(BEH|RIY FO—ILHE) ;y{ 3¢
g 88 e———craasansanaaaaan ». P

TIANY—, F-yRE. BCHEEI hO—LES ORI

HE : SAREAREEDF),/NREEBF(EEF), FEUEXAFEER),"SRNELIAMICHAL. B
AT —IIREDERE ——L\iﬁﬁ%ﬂﬁb“\‘ﬂédﬂﬁ‘fﬂ@@ﬁt/usﬁb 1EHRERITATAR,
https://cafe.jilis.org/2022/03/18/160/



I731NY=RAE TS AN —{RELi

PrivacylC 3Bk QZ B EERD H DD . T4 /N\NY —[REIIEF—EDEEDHDEEHLND
5] : OECDAA K54 *2_ Privacy by Design®3%&, ZEZEHIEIXEU GDPRZSZEX,

« [data minimization] REID=SHICE. T5 AN\ —(RER T OGN LB D REXS

GDPRD TS A /N2 —[RHX

JRE BE
Lawfulness, fairness and G5, DIE. EREESHDHEETURIET D&
transparency
Purpose limitation BJESNICARNUTIEHGBENT., & - WiEIT B &
Data minimization BRERD=HICRIEXT IRERIEDT—IPNE - WIETHBIZ &
Accuracy [FERT—9THDZE
Storage limitation BRERRZRIGBIRT D &
Integrity and confidentiality T—4 @%@'Iﬁ WEEZzEDOIE (BF2 YT 131D
Accountability FEERAIDESFZEHEE - SFIATCE D2 &
e o D R o L A e 5. . OECD, ToR0RMR A0TSR o ) o1 eeorderiows efpersenl Beter

https://ico.org.uk/for-organisations/quide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/principles/ %3 "Privacy By Design", 7> - D7+7 V8L,

%5 Bl 2. ZEOLR T DB LS == \ = EDmESICHL ] P E: https://www.soumu.go.jp/main content/000196322. pdf
ok g{ggﬂ)EU %Dgi;;f%‘ﬁggggé ?g;g?ﬁgﬁﬁ ROBRNENEHROBROBERHNT) @ARHREZR2OREFER X4 OECDHA FS 4> DFE 2 FH] “Personal data should be relevant to the purposes(l&)” DEIk



https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/principles/
https://www.soumu.go.jp/main_content/000196322.pdf

7354 NI =3 EERED—SRIC

I—YDTSANY—BHOEEXDICED., T5ANY —ERBREHRICABERIT
By : 21— - BEHSDT—YPNEE (T—FIEBigTechBZFHDBEREMEDIER)
HZ  EZ5EFITER. TNUULDOT SV FIBE

JEE  EENGIRMEBAEWINIIZT A= —Yay (A NY—HEBRZE#H W)

TIANY —REDL AL T2 TVDEERE D BigTechf® 2D
R 1= 2=z —v3v
n °
@& Privacy
5S> RIEED > GENGRMERE > BENEFZE—IL s
LRI EEADEA > EHIE - AREORSTY — F
Thé future is private.
ERETD i

L ~JL > ERFEMDEA > =IEEDIBEHF R

HE: https://time.com/6071901/apple-iphone-privacy-wwdc-2021-vpn/
https://about.fb.com/news /2019/04/f8 2019 d ay-1/



8% . “Personal data is the new oil” (§J155H))

« “Personal data is the new oil of the Internet and
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“Inverting Gradients - How easy is it to break privacy
in federated learning?”
https://arxiv.org/abs/2003.14053

Figure 3: Single-Image Reconstruction from the parameter gradients of trained ResNet-152. Top
row: Ground Truth. Bottom row: Reconstruction. We check every 1000th image of the ILSVRC2012
validation set. The amount of information leaked per image is highly dependent on image content -
while some examples like the two tenches are highly compromised, the black swan leaks almost no
usable information.

Figure 6: Information leakage for a batch of 100 images on CIFAR-100 for a ResNet32-10. Shown
are the 5 most recognizable images from the whole batch. Although most images are unrecognizable,
privacy is broken even in a large-batch setting. We refer to the supplementary material for all images.
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TEE : Trusted Execution Environment
MPC : Multi-Party Computation
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Conclusion

Further Extension

Note the description here is notincluded in the first release of LINE's federated learning platform.
We are now studying the feasibility of the following extensions to reinforce the usability of feder-
ated learning under rigorous privacy guarantees.

One of the most important extensions will be introducing a trusted shuffler® 21421 to amplify
local privacy through anonymizing the identity of clients. To introduce the shuffle model, we also
need to consider how to securely implement the shuffler. Our current idea is to use TEEs (Trusted
Execution Environments). This will improve the efficacy of federated learning while securely pre-
serving the privacy of users under differential privacy with such trusted entities.

Secure aggregation®'” with secure computation is also another option for us. The secure aggre-
gation will increase the efficacy under the securely implemented private federated learning with
a combination of secure multi-party computation, homomorphic enryption, TEE, and differential
privacy.

References.

tHER © https://linecorp.com/ja/security/article/460

Conclusion

This white paper describes how federated learning on LINE Apps preserves the privacy of users
with the differential privacy mechanisms. We always strive to seek better implementation and
hyper-parameters that achieve higher efficacy as well as preserving sufficient privacy.
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e e Distributed differential privacy for federated

an their keybaards —is persanal
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Apple has adopted and further developed a techrique known in the academic wark
as Jocal dtesentiaf privacy 10 do something really excting: gain Insight into what many
Apple users are daing, whie helping 10 preserve the prvacy of indhidual users. It & 3
techrique that enabiles Apple % leamn about the
about incividuals in the community. Difisrentiad
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Apple. i mary people are sibmitting the same data, the nane that has been added
can average out over large rumbers of data poinas, and Apgle can see meaningful
nformaticn emerge.

Oflerentiol privacy I usec s the it step of  system for lta ol tha nchades Federated learning is a distributed way of training machine learning (ML)

Priacy protections at evry stage The system is opt-n and designed to provide
e

models where data is locally processed and only focused model updates

and metrics that are intended for immediate aggregation are shared with

1yf final stage is n, wi the hized records an t . . .
’*' J".em:m-;;:i;.;m’::rn::‘;y:n L",':c‘?.i-‘i.lfgiﬁw ’ a server that orchestrates training. This allows the training of models on

relemant Apple tearms, Both the ingestion and aggregation stages o

restricted access emdronment 3o even the privatized clata is't brood

prorspscionries Eren Yot prvered ote et breecl gccesble locally available signals without exposing raw data to servers, increasing

user privacy. In 2021, we announced that we are using federated learning

s s i Gl o s S B to train Smart Text Selection models, an Android feature that helps users

o,

daration priecy bixd
the number of contri

s thar the sightly biased nokse used in diferential prhacy %ends 10 average cut over a select and copy text easily by predicting what text they want to select

irge numbers of contributions, making # theoretically possibie o determine

om & user in oecler to preserve thesr privacy. The resson

nformation about a user's activity over a large rumber of cbservations from a single

wter thaugh it impcetant 50 ot that Apede doesn' ssacne ny Idenafcrs with and then automatically expanding the selection for them.

nformation collected using differential privacy)
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FIREFOX

Built for privacy: Partnering to
deploy Oblivious HTTP and Prio in
Firefox

OCTOBER 12, 2023 & BOBBY HOLLEY

Protecting user privacy is a core element of Mozilla’s vision for the web and the
internet at large. In pursuit of this vision, we're pleased to announce new
partnerships with Fastly and Divvi Up to deploy privacy-preserving technology
in Firefox.

Mozilla builds a number of tools that help people defend their privacy online, but
the need for these tools reflects a world where companies view invasive data
collection as necessary for building good products and making money. A zero-
sum game between privacy and business interests is not a healthy state of
affairs. Therefore, we dedicate considerable effort to developing and advancing
new technologies that enable businesses to achieve their goals without
compromising peoples’ privacy. This is a focus of our work on web standards, as
well as in how we build Firefox itself.
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1. Health statistics: The COVID-19 Exposure Notification system developed
jointly by Apple and Google includes a Private Analytics system that
informs health authorities about how effectively the system is being used
[11].

2. Identifying malicious origins: Mozilla’s Origin Telemetry project helps
browser vendors to identify malicious web pages through aggregate mea-
surements without exposing users’ browsing history [25].

3. Advertising measurement: Meta’s private ads measurement products al-
low a Publisher and Advertiser to privately compute statistics about the
effectiveness of advertising campaigns [5, 7]. The system has been used in
production for queries with up to 1 billion records.

i
Benjamin Case, et al., “Interoperable Private Attribution: A Distributed Attribution and
Aggregation Protocol”, https://eprint.iacr.org/2023/437



FEH (BB

o IS ANY —RERMDERE
o T—YERICTSANY —REDVE
o XL FIRMDBEAD A E

o FLYRETIS AN —(REFR
e ENTSANY—. EEHEE. MPC/TEE("MZEtE")
o HHSHE=EHIHEN

o SEMDRRPH . [EHE]
o HHHBEDHTEHEE > B IFMNDEFDEIE
o WMIZIFTTHLY > FHivE L IEFMiE DEE




