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INFORMATION DISORDER

HARMFUL

RIS

Dis-Information

SR

Mis-Information Mal-Information
Leaks

Harassment

Hate speech

False Connection False Context
Imposter Content
Manipuloted Content

Fabricated Content

Misleading Content

Wardle, C., & Derakhshan, H. (2017). Information disorder:

Toward an interdisciplinary framework for research and
policymaking (Vol. 27, pp. 1-107). Council of Europe.

https://jrc.princeton.edu/sites/g/files/tor
uqf2471/files/van_der_linder_sander_pri

/

UNVERIFIED

FALSE

nceton_corr.pdf

Not Malicious Intention

LIER-ABR- J117/09”"1—X

What is “fake NeWS” 2 van dor Linden, Roozenbosk, Gosterwoud, Compton, & Lewandowsky, 2017)

+ Misinformation
+ “False or incorrect information” (including human error).

« Disinformation (misinformation + intent)
* “The purposeful spread of false or incorrect information with the explicit
intent to cause harm or to confuse and deceive others”.

+ Political Propaganda (disinformation + political agenda)
+ “Institutionalized or state-run public indoctrination campaigns”.

Misinformation Propaganda

Disinformation

“Fake News”

&8s UNIVERSITY OF
¢ CAMBRIDGE

Malicious Intention

L

(7

True-information

jrm e False

Mal-information

llﬁ
Rumor

4| Tanaka, Y. (2021). Social media

i technologies and disaster

i management. In: Sakurai, M., Shaw,
; R. (eds) Emerging Technologies for

Dis-information Disaster Resilience. Disaster Risk

Reduction. Springer, 127-143.
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THE PSYCHOLOGY OF RUMOUR: A STUDY
RELATING TO THE GREAT INDIAN
RARTHQUAKE OF 1934.

By J. PRASAD.

(Psycilogical Laboraiory, Pates Colioge, India.)

1. Ths corthquate russours and theie classifiontion (pp. 1-5).
1L The poychaioyy of rumave (p. b).

L. Tk oharacteristic situation
{po. 5-9)

V. Pryokologiont factars whic
(pp- 12-16). |
V1. Summary (p. 16).

1. Trx pARMIQUAKY
Tax great sarthquake of Jany
rosults in the province of Biha,
of panic, during which & large
these rumours in oxder to inj

A COMPARATIVE STUDY OF RUMOURS AND
REPORTS IN EARTHQUAKES

By JAMUNA PRASAD, Ranchi College, India

1. Introduction (p. 129). L. Classification of the dota (pp. 130-133). TIL. The projection theory of rumonrs
(pp- 133-134). 1V. SMift in situation followed by shift in aititude (pp. 134-135). V. Influence of the catastrophe
wpom (be resultant attitade (pp. 135-136). VL. Analyris of the resultant attitade (pp. 136-138). VIL The role
of attitude in determining rumoxr (pp. 138-140). VIIL Reappearance of contents and themes (pp. 140-143).
IX. Swmmary (pp. 143-144). References (p. 144).

1. Ixtrovuerion
During the state of panic brought about by the disastrous carthquake of 16 January 1964
inthe Province of Bibar in India, a large numbes of rumours prevailed among the people.
Thirty of them were roported and discussed by me in a paper entitled ‘Thcvpayc»hology of
rmour: a study relating to the great Indian earthquake of 1934 published in this Journal
in July 1935. Sinco then I have pursued the study further and collected some more

Prasad (1935/1950)

19344R17 A o F TR Uiz KHEE T ~ ALl L 7= 941

b &, A - 8. (1934)

WEL000FRICA > R TR SN-HEORENS, H
BRI S N D T~ OBELE 2 517 (1950)

THE PSYCHOLOGY
OF RUMOR

ALLPORT - POSTMAN

Allport & Postman (1947)
R~iXa

R - rumor transmission
I —important
a -ambiguity

THE BASIC LAW OF RUMOR

A. CHORUS
University of Leiden

2

ccorning to Allport and Postmin (1), the two
i for the ission of

Allport and Postman present this law as “highly
d dible,” but they inform us that there are

essential
rumor are importance and ambiguity, ly,
importance stands the emotional factor™>and
biguity for the coghitive factor in pread

certain conditions “under which its operation will
be weakencd” (p. 34). For instance, if heavy

ing. Both factors arc related to rumor transmission
in a quantitative manner and a formula for the
intensity of rumor may then be written as follows:
R~1i X a. This formula means that the relation
between the two factors is not additive but mult.

penaltics are placed on rumor spreading as, for

instance, in Gestapo Germany, or if social barriers

prevent crossing. Another reason for the failure

of the law to operate may be that a person in the

rumor chain knows the rumor law. It is a fact

“100 little observed by psychologists, that knowledge
a law fi i

plicative, for if either imp or is
zro, there is no rumor,

of the operation of alters, and
sometimes negates, the law in question” (p. 35).

Chorus (1953)

I

R~iXaXx —

c

I -supposed general average
¢ - critical sense

“BEICHAEZER, 2 OOBEKE(G )T
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— jil"\“l/"( Correcting false information in memory: Manipulating the % g
%| 'E% strength of misinformation encoding and its retraction.
Psychonomic Bulletin and Review, 18(3), 570-578. T
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Quick guide to responding to misinformation

Misinformation can do damage

Misinformation is false information that is spread either by mistake or with intent to
mislead. When there is intent to mislead, it is called disinformation. Misinformation has
the potential to cause substantial harm to individuals and society. It is therefore important
to protect people against being misinformed, either by making them resilient against
misinformation before it is encountered or by debunking it after people have been exposed.

Misinformation can be sticky!

RIFWEHKEBETS

Fact-checking c2n radurs nannlo’s haliafe in falea infarmatinn. Hawoevar micinfarmatinn

often continues 2 727 hF T W IIEIALZ DERIBIMADEZZTHILED. £lZU.
correction—thi STIEZZ T ANEETHE., RIBFREFUVFEUVIEALZDEX (CHERS
seems effective: 3 #%(73 = &M 0. TG MRIEHISHHER] &L THSNTU
beliefs—people = R (C K BITENMRNTHBLSICRITE. ALELEL
e A (EDOXIRCEBREAALRIS. LN S T BAOHEES
Ouseemost: = - s (C (k. BENRMRTED T TO—FEERT B ENEE,

LR

T - REEE - AT (2022) BEHRFHHEIREZ L0 TLET R
O EABORBE  BEROHE ICH T T, REBY, 29(3), 509-527.
doi.org/10.11225/¢s.2022.003

ae IR ERITHe N SR

(continued influence effect of misinformation)

. BOTHBEIHIENTNS T RS IiRt, MIEREE
UREITTZD, RIEROPEEZITHIT S LIBRR

« FTIEBRICEERNERZIAD TLTHE, STEBIROAF
Ziole (B2#t) LCLWTBELD,

o RREAIEL N LR SIAFRAES SNTULS.

Prevent misinformation from sticking if you can [ P }
Because misinformation is sticky, it's best preempted. This can be achieved by explaining B _ B o
misleading or manipulative argumentation strategies to people—a technique known E]IE’ %i&é‘:gﬂ’l‘,’é (Eaﬁ%) L/ TWT [ BRRE J
as “inoculation” that makes people resilient to subsequent manipulation attempts. A . .
h & Seifert, 1994
potential drawback of inoculation is that it requires advance knowledge of misinformation E EE b 5 (Johnson erer ) _A
techniques and is best administered before people are exposed to the misinformation. B REBAI2
1Dy (FANBPERLORS - #S - #IE)
i _“
Debunk often and properly o g NN o N l’ =5 . B0
REEPIREILO>TVTHEELS |~ =%
If you cannot preempt, you must debunk. For debunking to be effective, it is important (Tanaka, Inuzuka, Hirayama, 2019) : -
to provide detailed refutations**. Provide a clear explanation of (1) why it is now clear HWE RE) e
that the information is false, and (2) what is true instead. When those detailed refutations P
are provided, misinformation can be “unstuck” Without detailed refutations, the Z ICTH kBB COEROTR
misinformation may continue to stick around despite correction attempts. i
FN
Lewandowsky, S., Cook, J., Ecker, U. K. H., Albarracin, D., Amazeen, M. A., Kendeou, P., Lombardi, D., Newman, E. ]., Pennycook, G., Porter, E. E ICTEERIBERESME - B
Rand, D. G, Rapp, D. N,, Reifler, ]., Roozenbeek, ]., Schmid, P., Seifert, C. M,, Sinatra, G. M., Swire-Thompson, B., van der Linden, S., Vraga, E.

K., Wood, T.]., Zaragoza, M. S. (2020). The Debunking Handbook 2020. Available at https://sks.to/db2020. DOI:10.17910/b7.1182
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Yuko Tanaka, Miwa Inuzuka, Hiromi Arai, Yoichi Takahashi, Minao Kukita, and
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Psychological Characteristic Predicts the Selective Avoidance of Clicking Uncongenial
Facts. In Proceedings of the 2023 CHI Conference on Human Factors in Computing
Systems (CHI '23). 1-17.
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Recommendations

RECOMMENDATION 1
Avoid repeating misinformation
without including a correction.

The repetition of false claims increases belief in those claims,
a phenomenon known as the illusory truth effes

t. People of
all ages are susceptible to illusory truth, even when they
already have relevant prior knowledge about the topic. When

media sources, political elites, or celebrities repeat misinfor-

mation, their influence and repetition can perpetuate false
beliefs. Repeating mi

formation is necessary only when
actively correcting a falsehood. Inthese cases, the falsehood
should be repeated briefly, with the correction featured more
prominently than the falsehood itself.

RECOMMENDATION 2

Collaborate with social media companies to
understand and reduce the spread of harmful
misinformation.

Most misinformation on social media is shared by very few
users, even during public health emergencies. These “super

spreaders” can play an outsized role in distributing misinfor
mation. Social media "echo chambers™ bind and isolate

communities with similar beliefs, which aids the spread of

falsehoods and impedes the spread of factual corrections.

On social media, sensational, moral-emoti

jonal, and deroga
tory content about the “other side” can spread faster than
neutral or positive content. Scientists, policymakers, and

public health professionals should work with online platfo

ms

to understand and hame: e incentive ctures of social

media to reduce the spread of dangerous misinformation

RECOMMENDATION 3

Use misinformation correction
strategies with tools already proven
to promote healthy behaviors.

Psychological science research shows that the link between
knowledge and behavior is imperfect. There is strong evi-

dence that curbing misperce;

ions can change underlying
health-related beliefs and attitudes, but it may not be suffi-
cient to change real-world behavior and decision-mak

Correcting misinformation with accurate health guida

vital, but it must happen in concert with evidence-based

strategies that promote healthy behaviors (e.g, counseling.

skills training. incentives, social norms).

RECOMMENDATION 4

Leverage trusted sources to counter
isil ion and provide

health information.

People believe and spee:

misinformation for many reasons
They may find it consistent with their social or political iden
tity, they may fail to consider its accuracy, or they may find
itentertaining or rewarding. These motivations are complex
and often interrelated. Attempts to correct misinformation

and reduce its spread are most successful when the infor-

mation comes from trusted sources and representatives,
including religious, political, and community leaders.

SRIBIR(IC K DBRIICKTIL T D28bD 8 DDHEREEIR

RECOMMENDATION §
Debunk misinformation often and dly
using evidence-based methods.

R

arch shows that debunking misinformation is generally

ective across ages and cultures. However, debunking
doesn’t always eliminate misperceptions completely
Corrections should feature prominently with the misinfor
mation so that accurate information is properly stored and
retrieved from memory. Debunking is most effective when
it comes from trusted sources, provides sufficient detad about
why the claim is false, and offers guidance on what is true
instead. Because the effectiveness of debunking fades over
time, it should be repeated through trusted channels and
evidence-based methods.

RECOMMENDATION 6

Prebunk misinformation to inoculate
ptibl. di by building skills

and resilience from an early age.

Instead of correcting misinformation after the fact, “prebunk-

ing” should be the first line of defense to build public resilience

to misinformation in advance. Studies show that psycholog-
ical inoculation interventions can help people identify indi-

vidual examples of misinformation or the overarching
techniques commonly used in misinformation campaigns.
Prebunking can be scaled to reach millions on social media
with short videos or messages, or it can be administered in
the form of interactive tools involving games or quizzes.

However, the effects of prebunking fade over time; regular

"boosters™ may be necessary to maintain resilience to mis-

information, along with media and digital literacy training,

(F7R(C

RECOMMENDATION 7

Demand data access and transparency
from social media companies for scientific
research on misinformation.

Efforts to quantify and understand misinformation on social
media are hampered by lack of access to user data from
social media companies. Misinformation interventions are
rarely tested in real-world settings due to a similar lack of
industry cooperation. Publicly available data offer a limited
snapshot of exposure, but they cannot explain population
and network effects. Researchers need access to the full
inventory of social media posts across platforms, along with
data revealing how algorithms shape what individual users
see. Responsible data sharing could use frameworks currently
in use to manage sensitive medical data. Policymakers and
health authol
and demand greater oversight and transparency from social

s should encourage research partnerships

media companies to curb the spread of misinformation.

RECOMMENDATION 8

Fund basic and translational research
into the psychology of health misinforma
including effective ways to counter it.

Severalinterventions have been developed to counter health
misinformation, but researchers have yet to compare their
outcomes, either alone or in combination. Thereis aneed to
understand which interventions are effective for specific
types of information: What works for one issue may not
translate to others. Ideally, these questions would be
answered by large-scale trials with representative target
audiences in real-world settings. Increased funding oppor-
tunities for psychological science research are needed to
address these important questions about digital life
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The spread of misinformation through media and social networks
threatens many aspects of society, including public health and the state
of democracies. One approach to mitigating the effect of misinformation
focuses onindividual-level interventions, equipping policymakers and the
public with essential tools to curb the spread and influence of falsehoods.
Here we introduce a toolbox of individual-level interventions for reducing
harm from online misinformation. Comprising an up-to-date account
ofiinterventions featured in 81 scientific papers from across the globe,

the toolbox provides both a conceptual overview of nine main types of
interventions, including their target, scope and examples, and a summary
of the empirical evidence supporting the interventions. including the
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Details Intervention | References | Experimental | Design | Treatment '
setting
> Accuracy Pennycook et al.,  Online; Field RCT Accuracy prompt:
o prompts Nature (2021). accur?cy rating
question.
Structure
Conceptual toolbox Evidence toolbox

Nine intervention types
defined along ten
dimensions

Experts

30 misinformation
researchers from 11
countries and 27
universities and
research institutions

81 scientific papers
summarized and defined
along ten dimensions plus
study details

Criteria for inclusion

1. Definition and scope
2. Problem addressed
3. Non-redundancy

4. Evidence

5. Expert opinion

Paradigm

Headline-
discernment
paradigm;
Field study

Outcome Sample Sample Demographics |  Recruitmen | Main findings | Longevity *
variable size Country t
Sharing 7955 United States Convenience; MTurk; Lucid;  Priming accuracy improved Not
discernment Quota-matched; Twitter sharing discernment between  measured,
Twitter users false and true headlines in but study 7
online experiments. In the had a test

field experiment, an accuracy  window of 24
message increased the hours
average quality of the news

sources shared.

World map of evidence

Interventions

. Inoculation . Social norms

. Accuracy prompts
& & i g : i

{__ Debunking and rebuttals O Lateral reading and verification strategies . Source-credibility labels

. Media-literacy tips O Warning and fact-checking labels

o1 (2 Oa \OA O‘s ()6 C;a

https://interventionstoolbox.mpib-berlin.mpg.de/table_concept.html

() Friction

Number
of studies
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Nudge
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Boost and educational interventions

T—R FEHBHNTA
HEAH (competence) ZXIH

Refutation strategies

REUABE
(beliefs) Z* &R

=
15 e
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type Example Targeted outcome  Outcome variables
Nudges
promp promp d to shift Asking people to h think Sharing di
tott of the accuracy of a headline or about accuracy
people a video about before sharing
the importance of sharing only information online
accurate content.

Friction Friction makes relevant processes slower or  Asking people to pause and think Behaviour: pausing  Sharing intentions
more effortful by design. before sharing content on social rather than acting

media. This could be assimpleasa  oninitial impulse
short prompt—for example, ‘Want
toread this before sharing?”

Social norms mlmmwddlm Emphasizing that most people Belief calibration Beliefs in misinformation;
(peer infl le not to ofagMnalwpdsapproveof and behaviour: sharing intentions
believe, endorse or share misinformation. sharing or using false inf following

¢ norm) and/or that such  beliefs, for example,
\zmossl s then sharing
wrong, inappropriate or harmful information online
(inductive norm).

Boosts d ed:

Inoculation isapr iy hing people about the strategy  Belief calibration Accuracy/credibility
that exposes people to a weakened of using ‘fake experts’ nd di
form of common misinformation unqualified people as credible)to h
manipulation strategies to build up their increase their recognition of and and resisting recognition
ability to resist them. resilience to this strategy. manipulative and

false information

Lateral reading and Verification strategies for evaluating School-based inter with C Credibil

verification strategies  online arange of has luating the of use of
lechnlmesandnmmdsusadlomm teacher modelling and guided credibility of online  verification strategies

and of digital can be used to teach sources (self-reported or tracked)

content. Lateral reading is a ura(egy used lateral reading. Pop-up graphics

fe | fact-checkers that ! can also be used to prompt social
investigating the credibility of a website by media users to read laterally.
searching for information about it on other
sites. Other verification strategies include
image searching and tracing the original
context of the information.

Media-literacy tips Media-literacy tips give people a list Facebook offers tips to spot false C media d
of strategies for identifying false and news, including “be sceptical of literacy and social sharing discernment

leading inf in their feed: headlines”, “look closely at the media skills
URL" and “investigate the source”.

Refutation strategles

L king and bunk d Deb be impl d Belief calibration Beliefs in misinformation;

rebuttals aimed at dispelling misconceptions in four steps: (1) state the and competence: attitudes to relevant topics
and countering false beliefs. Debunking truth, wmmmmmhem detecting (for example, vaccination);

lves offering f @) and resisting behavioural intentions;
to address a specific misconception. specify the misinformation and L nd dinfl of
P y in th of explalnwhynbwm\g and (4) false inf
SCi consist of the truth by offering the
accurate facts related to a topic that has correct explanation. Depending on
b ddi d the circumstances (for example,
or exposing the rhetorical tactics often the availability of a pithy fact),
used to reject established scientific findings  starting with step 2 may be
(technique rebuttal). appropriate.
Warning and Warning labels explicitly alert individuals Facebook adds the labels “False Belief calibration Accuracy judgements;
fact-checking labels tor.hepoesblmyolbelngrruedbya (Indk dent fact-checkers say and sharing intentions
piece of inf this information has no basis in detecting false
source. Fact-checking labels lndncale the fact)” or “Partly false (Independent  or other types
trustworthiness rating assigned to a pleceof  fact-ch y this inf of problemati
content by professional fact-checkers. has some factual
Source-credibility Source-credibility labels show how a NewsGuard labels indicate the Belief calibration Sharing intentions;
labels particular news source was rated by uunwonuneaofnewum and
f | fact-chech witha d f diet quality
relbbllyraunghomowloo,on sources of false
thuuuaubalc of i

reliability and transparency.




Intervention Type Description Example Target Outcomes

Accuracy prompts AL DFEBEZ EREMEICTENS ~NY l‘\\iff ‘/’f’@j@\(:’)b’(@ﬂiﬁ']ﬁ%ﬂz T‘/z/f v ClEREHAE
<ii> AR NSOy BB E o Ak o2 T2 B EREHEIC DL T
7k EXB
Friction BEY 5 0t X% KT V=YX ATATTAVT Y ERET BUOEESHICEOWTIT
= £-7T, KVUEL, Wj]’a?g a0, —K=LE L’C%i%i Ya—H%—  BILIOTELEL, —E
e T25HDICT B IZKkD B, BIZIE, [HETSHIS, I IbiEE?

x5 &tmf?#iltmo%m7m/7b
TITHOZENTE 3

Social norms BEREELRY, XL BED/L—7DREALDAPEERD EA0FvU 7L — 3
D FELEULELES  SECURERDTLSLGEAONN). & OB AL
CEEATBEDIC, DU, Z0LIBTAR—BNICEE>  Ar 54 THEAT R
%%ﬁ(@%@%%)%%ﬁ T3, TEYTHD, HFETHEEER 1T, BEOBESICHS
I5 LN TWS(IRINEVARE) Z & 28T 5

Accuracy Prompts Friction
Refutations and Social Norms

» - R J

r T T T T T T T T T \
] 10 20 30 40 S50 6 70 80 9 100
Claim Endorsement

“Seinteld 15 offically coming to Netflix

To the best of your fledge, is the above headline accurate?

O Yes
O No

Please explain how you know that the headline is true or false.

https://interventionstoolbox.mpib-berlin.mpg.de/table_concept.html Claude 3 Opus(C &K B1%:R



Boosts and educational interventions

Intervention Type Description Example Target Outcomes
Inoculation — AR 75 AR R ER IR F DB I T 5 A4 [MaDBEFIRZ[HED | 75 & DEEL ERoxv )7L —
&%7 DN ZZH D02, [BHONLTED  ITOVWTALICHRZ, TOEEIC 3> RR%E
RBERCBREOEEZAWNT, TNoICHE W2 z=mH5 B & D LRIERZ
NI N am05 2 &2 BIE L7=5kH) mEL, BT S
ORADUN
Lateral reading and B, 7ADT7 7 FF v h—hVE Ry TTyTT7274y 0 %HEA BHRIRDISREZ 5
=) | verification BT AHIET, DY A FTZOY L TY LT, AEICRERIERT ffig B8H. +> 5
) 1 MBI BIFHREZRRTHIET, V= 1> — 205K
strategies 74 FOEEETRET S LR, D FHh

Z DM DORIEEER 21, EHRETELIFERD
TTDOXREEIT D EMmEDDH D,

Media-literacy tips RIEMOER BB REFTET 270D BD_1—REF/ETDH120HD ATATIVTZ7o—
ERED ) X b N4 ICIRIET S Facebook®D b > b, Ay RZTAY &Y= vl AT 4
NgEHLWA] . [URLZHFERR T RAFI

5] . [BHREERET S]] L

Inoculation 2 Media-Literacy Tips
Lateral Reading i

] e

Lateral Reading

YOU WERE

R AP

INTHE FIRST https://interventionstoolbox.mpib-berlin.mpg.de/table_concept.html

Claude 3 Opus(c &K 21RER
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BAD NEWS

This was the first-ever prebunking game. Itis a
choice-based browser game created by DROG and
the University of Cambridge in which players take on
the role of a fake news producer and learn to identify
and mimic six misinformation techniques (e.g. trolling,
conspiratorial reasoning, impersonation) over six levels.
Since then, several other games with similar premises
have been designed. View game >

RIKE

PTERE15-209
#E - £iE@ITD
RSP B D

From fake news to chaos!
bad are you? Get as many

followers as you can.

HARMONY SQUARE

Set in a peaceful community known for its pond swan
and annual Pineapple Pizza Festival, this game appoints
the player as the "Chief Disinformation Officer,” tasked
with polarizing the people of Harmony Square and using
trolling campaigns during political elections.

BGANEBTDIRAB VT /s L — A
2019£CISA "The War on
Pineapples ZJtlc LY+ UA

GO VIRAL!
BB T N )
. -k ™ COVID-19ICRIT BEBRIC T A —H REY
e St ot I —bne F LAV — [RERIEN (R IENE
N s BB PRERNSES CCOLNTER

$2&02%@u17b4éntm50
imprt

YTy IKZEWHODHEIFF
(3888, RAYEB, TS5V2REE)

START

https://inoculation.science/H" 5 FI) FA 7] BE

com D/\l ﬁ%fﬁ@%fc&)hﬁ& <{§bn% TT0Z

v

TECHNIQUE EXAMPLE

BOITRL

Impersonation
Spreading information as another

D A CHERD & 5 "Iiéﬁ’%r‘&) S8k
CEREEZED BDHITTIITH

@Fﬁsﬁvﬁ Emotional manipulation
ERRBL WY 7& e F&I IR
EfE-7T, RISERIERIT L

— mﬂ_’, Polarization
— Exaggerating existing differences

BED220D 7 IL—TEDENETE %L %
DIN—TIRT BBEEE DD,
[F4] & o] W EEEHERT S

Conspiratorial ideation
Explaining events from traditional news

ST TN
% z-jj_ using alternative explanations that give
wainht ta tha idaa that a emall cat Af

Za—XOHKFERBT IR WEEE
TRRBER LTV -t BIIL—THEE
LTW3ETBER & BRLIRE D

“RW3
Ad hominem attack
@Alﬁzg Ad hominems, Latin for “to the person,”
target the individual making an argument
to take attention awav from the
FRoMEHLEBEZ 5L, BADFHE
ICEREHTS

B 1104 L GUILYE), U1y Lo @IS0 UE 611l S1y

irrelevant and used as a distraction tactic.

False dichotomy

This is a type of logical fallacy that makes
it appear as if there are only two sides or

BO =Mk

FRORRICH LT, ERBICIE S < DR
Hﬁ?ﬁ‘%%k%?ﬁ‘h‘bb‘g" O LhEIRE
BEWHDE S ICRED T 2HEBEDERBD
—1&

False balance
BDINSVR Presenting a debate as having two

relatively balanced viewpoints that
Emr, ERICE—A0ERAZNEY
R— b T 2EHLANEZ D ICEWCHE DD
59, HEICNT Y ZAOBRNEZZO0OR
AL TWAHhD LS ICIRTRT S

“NASA admitted that climate change occurs
naturally as a result of changes in Earth's solar orbit
and not anthropogenic factors.”

EXPLANATION: This example uses NASA as a way to increase
the credibility of the statement, even though NASA has never
made such a claim.

“What this airfline did for its passengers will make
you tear up — SO heartwarming.”
EXPLANATION: This example shows how information can be

o ly spark an reaction to
pro-nou: clicking and sharing and reduce critical evakiation.

“People’s Party: Don't believe the Worker Party
liars. They said they would abolish student debt yet
more people today are in debt than ever.”

EXPLANATION: This example uses hostile *othering” language
by describing snother party as kiars.

“Vaccines are just a way for billionaires to track
us with their microchip vaccines! Who's really in
control of our bodies here?”

EXPLANATION: This example encourages conspiratorial
ideation by claiming pecple are not in control, referring to a
mysterious group who is, in this case billionaires, snd making
unsubstantiated claims.

“Barbara has an uncontrollable temper and
apparently a personality disorder too! We can't
have someone crazy in power.”

EXPLANATION: This example attacks characteristics of the
leader. instead of discussing their policies or leadership
decisions.

“Either you support the energy protests or you
don't believe in justice.”

EXPLANATION: This example positions two ideas as opposite
sides of a spectrum — making “supporting energy protests™
and “believing in justice” as opposites — when It is possible
o support both or neither at the same time. as well as many
other positions someone may take.

“Experts debate the shape of the earth. While
scientist Reece Chow has found the earth is
spherical, expert Rene Paul argues that the earth
is flat.”

EXPLANATION: In this example, despite consensus
amongst scientists that the earth is round, the placement
of an “expert” that supports a flat-earth theory gives the
argument more apparent support than it really has.
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This video example — produced by

Jigsaw and Cambridge University —
uses culturally relevant examples to help
viewers understand and recognize the
use of false dichotomies in the spread
of misinformation. View video >

RIEROAFENZ &R
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TEBE
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Prebunking Manipulation Techniques: Emotional Language

___________________________________________________________________________

BB EBPRMmBEN & (KT TTH ?

~

RBILBNBFRFBDEETY,

RIC LD e, BIBNRSE. BICRHPERREOTE |
BB EIRET ZSEAFERTDE. V=Y vILXT
POIVTIVYDNASIVEDNSRBZ EDNDH> TV
| To COKSBEENRVBNSELREDLOCHERT |
| BT EE, BFIC TRBIER, EHUEY, |

FTA D) 7RO XEH

Dearest one

| am writing you this message with tears and sorrow and | know this mail may come ,
to you as a surprise, | am Jennette Ome. The only daughter. My father was a very
wealthy cocoa merchant in Abidjan Ivory Coast. My father was poisoned to death by
his business associates on one of the outings on a business trip.

My mother died when | was a baby and since then my father took me so special.

REBULBZEODTCIDXYE—IZEVNTVEXT . COAXA—ILHRARBL
TEMBDEULNERA, MEIIRY K - AXTY, —AIBTT, R
I—RrIRT=IDTPEI v Y THECHBBBRAONAABMATLIL, RIIEY
RAMITPOALDERIC, EIRINN—FF—[CEBR=NE LI,

FEADNRABORFICELZD, ZNELRXBIRZRRIICACLTIN
L,

| am honourably seeking for your assistance in the following ways: (1) To provide a
bank account in which this money would be transferred. (2) To serve is my guardian.
(3) To make arrangement for me to come over to your country to further my
education.

E Note: | am willing to offer you 20% of the total sum as compensation for your effort/ '
E input after the successful transfer of this fund to your nominated bank account. .‘—
' Anticipating hearing from you soon. .

Dove, M. (2020). The psychology of fraud, persuasion and scam
techniques: understanding what makes us vulnerable. Routledge.



Intervention Type

Debunking and
rebuttals

Refutation strategies

Description
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Example

TN IIE. UTDADOR Ty T TCERTE S,
(1) BEAIRNRS (2) Z LB - 7-RIEHR~ D
HEETD B)EEREZFTEL. BEZNHLME
BoTWBADOhZiRBAT % (4) IEL WA= 124t
?5:t?$¥%ﬁ@¢6o%ﬁm;ofu
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Debunking

FACT
Scientists observe human fingerprints all &——— Lead with the fact f it's clear, pithy,
over our climate and sticky—make it simple, concrete,

N, -
The warming effect from greenhouse gases like CEESEST

carbon dioxide has been confirmed by many lines
of evidence. Alrcraft and satellites measure less —— Provide a factual alternative that fillsa
heat escaping to space at the exact wavelengths causal "gap”, explaining what happened
that carbon dioxide absorbs energy. The upper if the misinformation is corrected.
atmosphere cools while the lower atmosphere
warms—a distinct pattern of greenhouse @—————— Do notrely on a simple retraction

warming. (“this claim is not true”).
MYTH \
A common climate mate h ays 0‘—- Warn that a myth is coming.

t, therefore m
sral also — &.pmtmmuhlormalon.‘onlyoncc.

ged naturally in the
nate change mustt

n

L y prior to the
FALLACY
This argument /. @—— Explain how the myth misleads.
o—— Point out logical or argumentative

fallacies underlying the
misinformation.

FACT

Just as a detective finds clues in a crime scene, Finish by reinforcing the fact.

scientists have found many clues in climate

measurements confirming humans are causing

global warming. Human-caused global warming is

ameasured fact J Repeat the fact multiple times
i p

Source: The Debunking Handbook, 2020.

Warning and Fact-Checking Labels

s %

Trump on Revamping the Military: We're Bringing Back
the Draft

Trump unveiled his plan to ‘'make the military great again,’ saying he intends to
reinstate the draft as part of a larger effort to bolster the armed forces.

u Rated False by Snopes.com and PolitiFact

Source-Credibility Labels

4 ol EE R

Jokk e

REALNEWSRIGHTNOW.CO
Aides Say Trump May Have Accidentally Committed Three
Felonies in One Day

M

https://interventionstoolbox.mpib-berlin.mpg.de/table_examples.html
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Review article
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