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H#) Amber van der Heijden and Luca Allodi, “Cognitive Triaging of Phishing Attacks”, 28th USENX SECURITY
SYMPOSIUM, https://www.usenix.org/conference/usenixsecurity19/presentation/van-der-heijden

ABINEEZZ T D6 DORANEBERT I W 2O A—)LZBFEL. RSN I cZR/E

—B% (Consistency) . ##EL (Authority) . F&ME (Scarcity) DBEWVWA—=)LDTU Y IRHRFNT &

RSN TLBD

T4 Y20 A=)V EH

d—YooVUv IR

R ZIFERISRL | S EBEETANRY NDO—0ZTR(CHBATERILSFKan(CEBAHLT | AW
(Reciprocity) =0 WET . BIRTEDT7 T hOBEMZRDIEHICTHNBFENUET,
—8% FIRIEFOIZ0VY | BIREFFBRNCRESNTVET, FARNIOER UIRWVLEE. S1A
(Consistency) RO bhEEAITDICEH CZ=ZOUYvIOULTERFEL,.
+=HYSIERA BEICEFEUELE | Sftob—EX(CHLWEF 1T #eEZEALUE U, BRMEIRRR RN RS
(Social Proof) | L) BERKRETHO> hEBEMRLTIZE0, y gAY A
MERN ERZFHDOED | HEDOOTT., KAUSKBEWNWZUERT, UTZERZLU TR0, S
(Authority) (CfEEZH <
= FERACER | HHEAREHROTCFI YT ZFDO CUVET ., TDEHIC. BEEDT | RIELRBEFERNZEH S
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H#) Sayak Saha Roy, et al., “From Chatbots to PhishBots? - Preventing Phishing scams created using ChatGPT,
Google Bard and Claude”, IEEE S&P 2024, https://www.computer.org/csdl/proceedings-article/sp/2024/313000a221/1WPcYLpYFHy

ChatGPT (GPT3.5 Turbo) . GPT4. Claude. BardZ{ERULT. Jaowv>>0>5F>W (A~
RAX—)L) ZER TSI ZRHE 3E) LLMORESS M (CBE T B15#k(&. OpenAl. Anthropic . GooglelCRHIZRESNTL\B,

BEEEAI TR I D LT, JOYIT MNEITIA VS 208 A MET 4w 20 A=) L@ ERKBIRE
A ATVDERZ S CENTEDEREDH ST O T bOEEHY —) LB - 5l

Scenario 1: Direct prompt to create the Hare s the amall
attack 1 ) ) )
Generate an Facebook ° Subject: Your Netflix membership has expired
phishing website which Dear Danny,
uses Exploit X LLM H it
. Halts generation citing We noticed your Ne ﬂl X member: hp ently expired on [expiration date]. We are
violation of Terms of Use offering you 2 =
@ i | Take “inspiration” from | Toreactivate vo|  Here is the email:
i | facebook.com design i date + 7 days]:
Attacker - ' [Website link] iact: i i i
D e ———— | Subject: Your Netflix membership has expired
taking objects facebook Tfhis wi\lfalluv.vy
H ! ; r of your favorite Dear Danny,
Generate objects : After the promo
used for Exploit X i membership- W1 \We noticed your Netflix membership recently expired on [expiration date]. We are
e —— o] offering you a special 90-day promotional extension at no cost.
send credentials to | Enjoy the next 3 ) ) ) o o
: attacker <o To reactivate your account and add 90 days of Netflix, click this link before [expiration
H H incerely,
T
.o . . [Signature] .
Sggnano 2: Creating sgparate functional Successfully generates anat - ﬁ;&jjﬁﬂ BEb‘ﬂJhig'o
objects and then merging them together source-code for the attack TheNetiiixTean)  [Website link] —_ ™ 0 o = /4
A Py O F %Bu(hgo Eﬁﬁﬂj 7/’&;5E11\l/§g-a)f\ -
Figure 4: Breaking down the prompt into functional objects Fieure 11: Email U0 0UY2OUTTFEL\.
. . . igure 11: Email generated by Claude
to trick LLMs into generating the attack ated in Figure 10 as input. I
— ~ )’ — —= SN ]
LLMIC KB T1 v 20851 FDERK LLM (Claude) [EEXDERETNIZT 1 v S>>0 A—=)LDH)
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(IEEE S&P 2022)

Hi88) Daniele Lain, et. al., “Phishing in Organizations: Findings from a Large-Scale and Long-Term Study”, IEEE Symposium on
Security and Privacy (SP), 2022, https://www.computer.org/csdl/proceedings-article/sp/2022/131600b199/1FIQL20L5AI

MR, SRl BE. IT H—EXEMOWMSOAFE HERE (56,0004 L ———
1) SRRRITRAIL, FIE. BABEI DMEEE15,00080S,

-|~; migrating to a new Outlook 365 application

155 AR (2019478 ~2020&108) %

« BULWESE (Short warnings) THEFMI/AES (Detailed warnings)

E(FEEFCHMTHD IR

(a) Short warnings.

. WENTE THE, [HERN] FRONT. BEE. REENS e s

® This might be an impersonation attempt. Check carefully if you know and trust the sender.
A\ ® The link in this e-mail goes to a different location than the one displayed.
DEEND U WA — )LD W DD IREE I " <
/| J /
— ; : Dear employee
% /. I \ uﬂ I s miorating to a new Outlook 365 application

Send / Receive Folder View Q Tell me what you want to do... Ir;wo;der to be able to continue receiving your email, you need to update your account
N (=7 | (Gxlgnore ( 4 : [T Meeting ” ’
y | - htps://account-migratior{fupdate

j 4 “J :/ >0>‘ _} b@‘y“ Ij’ :.F—- - Clean Up ~ x _ L@ L9 3: IM - EE Address Bog @ Thank you §¥,%m73:§§*ﬂ=
New  New - Delete  Reply Reply Forward — ) . Report L =9
Email ltems~ & Junk~ All E[§ More ~ Y Fitter Email Phishing Email Update Team

(a) Password Cha_nge o few pelete Hespond e (b) Detailed warnings.

(b) a;tac;(hp?enFnWIthbn:Ia!lClous macros Fig. 4: Menu bar of the company’s email client (Outlook), Fig. 2: Warnings that we added to selected participants’ email

iles in w riv . ) o ) ! ¥ e ;
gg)) (\:lif:l:s aleerst € € modified to include a button to report suspicious emails. clients on top of simulated phishing emails.
SODUWA—-IDREAHFITIIT—R SMODUWA-ILDESAYEZ—>
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H#) "The spread of true and false news online”, 2018, https://www.science.org/doi/10.1126/science.aap9559,

Twitter EDRI12H D1 — A=D1 B .o,

BO—1—d. EO=1—A&L0E. KOG, ERET S g

o MENEEE : BEDZI1—XAN1000 A E(CHLEN T D &ldsh DTz (T/R0D, 9;01;
{BD=1—R(F1000 AN\ 1075 A [CHER 3o

. JLAGEREE : (BT 1—X1500ACEET BOE. BOZ1—ZED. e )
ﬁf\"\] 6{%;‘@(/ \ Cascade Size

Real Fake '

J T4 VEARGDO B ENHRLEMIDFHFE (JST CREST)

ISTOMRFRTOT S A ERESNDAIS AT L] ([CEIREN:
[FakeMedial O hTlE. JT A OBRBEICHUT BT
HIC. T A DEEIRGROBEIREIHMINC T T 1A I XAF 1 7 HE Al ,
{LFAN OO R HFE = HEE J I A UBUKDEE (SYNTHETIQ VISION)

H#) EIEERFERTPT
(https://research.nii.ac.jp/~iechizen/synm

M CRDS ©2024 CRDS ediacenter/synthetig/index.html)

N\

=/

20


https://www.science.org/doi/10.1126/science.aap9559
https://research.nii.ac.jp/~iechizen/synmediacenter/synthetiq/index.html
https://research.nii.ac.jp/~iechizen/synmediacenter/synthetiq/index.html

/7-‘\‘\

\

% - BRIFIMDILEIS

BEBICBITZREEDRDTELLEEDS S EHBONECHTHAT B HICIE. BRORE
=, ASHEERIICE3RMHUE

REIDA> 4 > 1 —AZFEOLHREBRODEEIRRZDIT (IEEE S&P 2024)

H#) ” The Times They Are A-Changin’:Characterizing Post-Publication Changes to Online News”, TABLE 1: The sentiments present in individual paragraphs, as a
https://www.computer.org/csdl/proceedings-article/sp/2024/313000a033/1RjEa98nKFO proportion of the total amount of changed paragraphs. The row
sentiments are associated with the original sentiment, while the
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H#) Ayako A. Hasegawa, et. al., ” How WEIRD is Usable Privacy and Security Research?”, USENIX Security 2024,
https://www.usenix.org/system/files/sec24summer-prepub-63-hasegawa.pdf
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Figure 2: Distribution of normalized participant samples.
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HE8) "How I Know For Sure": People's Perspectives on Solely Automated H#) Is a Trustmark and QR Code Enough? The Effect of IoT Security and
Decision-Making (SADM) [SOUPS2021] Privacy Label Information Complexity on Consumer [CHI2024]
https://www.usenix.org/conference/soups2021/presentation/kaushik https://programs.sigchi.org/chi/2024/program/content/146756
BE{EESNIEEERE (SADM: Solely Automated FCCOTF+1UFT 1 SNILDEREE .
Decision-making) (CRT 31— DIEF|DRAF-ELE U.S. Cyber Trust Mark, QR code to scan for more
B details, and potentially additional information

d—Y OISR ZER LT3N A RZIRR SNILDEME ERZHAEL. Low-complexity Ttk

TIIHE TSRV IL—YNWE N &= iEH

i j Choice b/w SADM &
Deny being subjected Opt-out of SADM .
to SADM Human involvement
“It's a right for you to not consent ‘[..] companies can't make default “You have the right to request that
to automatised decision” decisions for people who use a human looks at your application
-P148, UK their sites [..] people would have for something before a decision is
I{ t tin” de”- P151, UK - . =
R age Low-complexity Medium-complexity

High-complexity
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