2023/03/03 FE23EEHREFIYUT v - SRRSO L (INEH—. HEKREFE)

EFE L0SSDEF1UFT

JINEE ER—

HEKRE 838 - YA T A5 —
AFRILEARR EXEFILFEI
RRETFRFEFELE>F—

KAN=HT STV




2023/03/03

FE23EFER X 1) T PRI L (NEH— . M KE)

HC#EM

IINZE 5i— (ozawasei@kobe-u.ac.jp) 71
i B: RRZHE .79 A(I 25— B
TERRREREFIFER 'S
AREIFHRERLEZ>Y—
OTAEME (HE2RATHEET —ADESHS) \
—a1—3J)LxRv b, #iRFEE, BNEE. \F-=585H, EvITr—F8h, a1 v,
B, XEFEN. TS50/ —REMNES

OEITRDMFRT—V

1) #RFZOYALN—EF1 VT \DH
B )N—IREWRK - U8 - oJfR{E, IWEFRDUNE, 72D ITFURK. BEY A .
E*JaveScript¥IxE. security for Al 78 &

2) HWFEONXERTN\DIHH
LRISCERREMT. SNSHK_EAREN
3) FEB=1—3 )Ry MNEED - BHSERH
BEYOEBIBREVE. WiHtT> > > JBIRIC KD ERYIMRE]
4) BT —A (T IERFEZ7ILITV X LDORFE
TSI\ —REFT—HIXA T EEEEI, EFRITRESFE AV AR DLX SR /




2023/03/03

1980 SfEHH %
M5NTULE,

TniE CRETaonid)

Feature maps

By

f.maps

f.maps

ZE_1—3ILRY MR
HZEMCENWTIEREDBER
IREGRREER I TED
E 7R

I

& AT THEHD BT —
ERENTELT 3ETIL
\DEES DB/

/TR N\ NG

=%

= ~
S

Rz R

FE23EFER LX) TSRO DL (INEH— . HFKZF)

ZR”1—3I)L12Y bOFEET L iEss1E

Him Lk, 3BUETHNIE, HEEaLiazE UTDRENZED

EMMEENDZEN

AIZ-DEHY (1990~2010tH)
SEUY—XHHNS < JRF

AlT L —2I Z)L— (20104F i)
CEIFC

AIZHDIF (2013~)
FEEEENME TR T
AIDAESEHE JS\WIRF) (C

A. Geigel, “Neural network trojan,”
Journal of Computer Security, vol. 21,
no. 2, pp. 191-232, 2013.




2023/03/03 F23EEHR T TR L (INEH—. #HE KF)

AIZBETIVESARDDIHE

scikit-learn
algorithm cheat-sheet

classification

53 5R -3
(BEMHYFE) [E] - 38 (Y FE)
regression
(BERELFEE)

dimensionality
reduction

RITHIR - o] R4E (HERLFE)




2023/03/03 F23EEHR T TR L (INEH—. #HE KF)

AIEFILEFE - EROI OCALEBEL

c RREARELYUHL
s TR HIERE
< EKBIRDRTE

, % - EB7IJ0O0—F Z/
« YUY (B, 10T, Web APIZE) | R ERE =g
- FETHEYMER mA—7°VF 4, LEYM, GitHUbFIE || - GitHub. LS kY
BT RSNV )\ WA ERREE (TSR —E R L) A —TT—4
CF—RRRE(LITLIBE) () ﬁ R— \ (e )
- BT IRBE, BERTEEE) | 2 o . ETILAR
e FsEGeRR LR | g |)| "ALT 7oV TR BRRE ‘GitHub
R mt AISA4T3Y) - JLb—LT—5 AISA4T3Y)
R— ‘ a S (TensorFlow, Keras, _Pytoch, AlITS YR ITAH—Ls
s BT )L:EIR (BB, 5. a8k E) | H NumPy, Pandas, scikit-learn, etc.) EREREEESL
A AETLEE(—E BN EBEE) ;" 'ﬁgz“él(;;gaid(ifgeizﬂfken
S AR RIGRAL TR REL) )l .GitHub o \_ W,
"BRIFEEETILHE
- Y—E xR || ms7oq - BRI LTI
P Eh A PEREETE . ERARET -Dockera> 77 ) / - ?:Q%EHR
e R (ETIVEHLE) ) \AI7°7“JI~77J-—_/_\ AN - ETILEE




2023/03/03 F23AIFREF )T VRO D L (INEH—. HFE KF)

Catalog of Supply Chain Compromises

20 £ 3 BEDIES
— o )TV > A>T A5 | Docker Hub T 1650 ZEBX3EBED

Docker Hub DEEDH D157 2022 o 30 FFERE
‘ - - R — | BMREIBHETELSINE. FOADOKE
1wy

Chat100 SATF v b FOADAKES sozy | VIPYEEIALITANT | e 1547 Fov Rkl ASAR—5

TFr7 % Feth
- . . MEBHD T VI IIOREDENERD,

Dropbox GitHub DEE 2022 IEEH Dropbox GitHub fB&IC 72X

Intel Alder Lake BIOS U —7J 2022 V—X— R

PEAR PHP J\W & —= ¥ R— v —DIESE 2022 HEY—IL

=4 J>5Y 'node-ipc’ (4. >4J5U" twar' DX > 5 —[C K
npm = =~ 'node-ipc npm = = 'peacenotwar T 2002 B s B A T

S ChERENFE LIz

npm -1 75U ‘colors' & ‘faker' (&, A7 F—(CLBTE THIESNF UL 2022 BRDDDIA T —

GCP Golang EJL 1/ ¢y ZD&EWAY)AS >SS 1753 2002 Y—RI—K GePE RS Z a7 IANRT
WordPress 77— N DFiTthMEESNF LI 2022 V—XJ—F

Logdj TOUE— K~ I—R A>S1533> 2021 Y—Z—R

NP )\ —=0 coa BLU rce DIEE 2021 BRDOHDA T I —

https://github.com/cncf/tag-security/blob/main/supply-chain-security/compromises/README.md



2023/03/03 F23AIFREF )T VRO D L (INEH—. HFE KF)

ALD L—O AN —DERHLEHESE (F &)

TL—OR)—EH

- WEDEMREL
- RITEDSEAL 12E

AT - =IERElL

an>
(ayay
=

5]

« T—H/SNR)LDEFRINE

« T—AIRETOTINOKEEN A

« VDT TREREENUIET—F/SNILD
BRINE (BHE) RE

- BHEELICIERET —INNE
5 —ERENEUIERNIE « ERIRSARU D OEENFELE
= INE&E - SRUZTDT IR -0

- EERE{L - FARRBEADKE
A=T >V —-RADRE - « RAFENEDME L « V—XO—K - AISATJSY - Ea1FEH
AT Sy b T A — LD - {SFEME - FEEAMEDE L ETIIRENDA 2T IS 3 > WE

« FEFEIX bDHIR

AITL—LDT—DONDRE 13 &

AIEST)L - V—RXO— RADIE
EHFBESTI/ILDFSR

LR kY —Di5%

TSwORy O ZETHRBAMERT 8

- E4EEt (SOTAEF/LFIA)
- FAF - EAEREROME L
« FIFE - EAHIOX bOHIR

AIEF)L - V—XO— ROFREMN M E
(GitHub, I>57. LR U —mid)




2023/03/03

Browse State-of-the-Art

Browse State-or-the-Art

10,667 benchmarks 4,008 tasks 89,297 papers with code

Computer Vision
X ;Jl Semantic i,.w“r,i. Image
Segmentation fetidid  Classification
WokSEigas

l22 204 benchmarks 22 401 benchmarks

3574 papers with code 2893 papers with code

» See all 1457 tasks

Natural Language Processing

Language

_ Question
. Modelling

Answering

I 61 benchmarks l=2 186 benchmarks

2417 papers with code 1906 papers with code

FE23EEHREF TSRO DL (NEH—. HEKF)

Datasets Methods

Object
Detection

I2 276 benchmarks

2682 papers with code

Machine
Translation

l&2 87 benchmarks

1759 papers with code

More v

Contrastive
Learning

Ia2 2 benchmarks

1235 papers with code

Sentiment
Analysis

22 88 benchmarks

1062 papers with code

S Image

Generation

122 211 benchmarks

1174 papers with code

Text
Generation

I22 248 benchmarks

984 papers with code

https://paperswithcode.com/sota

SignIn
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[77] Y. Zhao, et al., “Seeing isn’t Believing: Towards More Robust Adversarial
Attack Against Real World Object Detectors,” CCS 2019, pp. 1989-2004.

TABLE II: Adversarial attacks on autonomous driving

Attack type Attack objective Literature Method Attack setting | Experiment setting
[67] Rep!acmg orlg‘m:?l b!llboard with adversarial billboard by White_box Digital dataset
. solving an optimization problem
E2E driving model Drawine black st m TV B -
[68] rawing black strips on the road by Bayesian Black-box A .
Optimization method Simulation
Envasion [70] 8ra?&'|{1g l?lack strips on the road by Gradient-based Black-box .
ptimization method environment
attacks Object detection (71] quwmg adversarial texture on other vehicles by Black-box
a discrete search method
Generating adversarial points by optimization- L
3D Object detection 721 based method White-box
[73] Inserting attack trace into original point clouds Black-box Digital dataset
[74] Replacing true tr:lt‘fﬁc signs th‘h a_dversarlal traffic signs White-box Real world
generated by solving an optimization problem
Traffic sign recognition (751 Pasting adversarial stllckers that generated by optimization-based White_box Real world
approach on traffic signs
[21] Generating transferable adversarial patches by GAN Black-box Real world
[77] Ge[lerate; transferable qdversanal traffic signs and stickers by Black_box Real world
Feature-interference reinforcement
E2E driving model [79] Generate adversarial billboard by GAN White-box Real-world
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Name Function

Train a new robust model based on new

dataset that involves adversarial examples.

Train a new robust model by distilling hidden

layer information from the original model

Ensemble multiple models for making the final
prediction to improve the robustness

Train a robust model based on a new objective
function containing perturbation-based regularizer
Change the architecture of the model to make

it provably robustness against certain adversarial examples
Detect adversarial examples by a detector or
verifying the feature representation of inputs;

Detect hijacked image with triggers or identify
poisoning attack in the model

Apply transformation to convert adversarial examples
back to clean images

€3£ *;u

OmtHIFEZE (Adversarial Training) . w S
FBT—HIC. ENSHMSEKULERE B> TILZm= DI g
CTFEI D, ”
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Adversarial training

Proactive | Defensive distillation

Model ensemble

defenses Network regularization

Certified robustness

Reactive Adversarial detection

defenses
Adversarial transformation
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Jianping Gou, et al., Knowledge Distillation: A
Survey, arXiv:2006.05525v7 (2021) M 55| F
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Yansong Gao, et al., Backdoor Attacks and Countermeasures on Deep Learning: A Comprehensive Review, arXiv:2007.10760 (2020) m 5|
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Figure 4: Different means of constructing triggers. (a) An
image blended with the Hello Kitty trigger [8]. (b) Dis-
tributed/spread trigger [83], [84]. (c) Accessory (eye-glass) as
trigger [40]. (d) Facial characteristic as trigger: left with arched
eyebrows; right with narrowed eyes [41].

Yansong Gao, et al., Backdoor Attacks and Countermeasures on Deep Learning: A Comprehensive Review, arXiv:2007.10760 (2020) m 5| A
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Yansong Gao, et al., Backdoor Attacks and Countermeasures on Deep Learning: A Comprehensive Review, arXiv:2007.10760 (2020) A\ 55|
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Y. Gao, et al., “STRIP: A defence against trojan attacks on deep neural networks,” ACM CCS 2019, pp. 113-125. '55| A
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B. Chen, et al., “Detecting Backdoor Attacks on Deep Neural Networks by Activation Clustering,” arXiv:1811.03728 (2018) W\55| A
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Why graph? and How?

Why graph representation giving a good feature for source code
vulnerability detection?

It is the simplest way to know what is going on in the machine
that is written as high-level language (source code). It is more
reliable than extracting the information from literal source code
which can be obfuscated and minimized.

How?
? By identifying the pattern of
é graph/subgraph which is related to the
activity of the source code.
: Remembering the The pattern includes the.structure-z and the
I pattern as a signature for node/edge feature information.
Q”é certain vulnerability label These information are relatively unique
1 either using rule-based for every statement or expression
Vulnerability part or machine learning.

Limitations
It is not real-time detection. The code must
be ready for executed.
The dept and size of graph imply the
expensive execution.

Red: vulnerability trace.
Blue: potential manifestation point

PDG example

22




1 short concat(char *a, char *b, char **out) {
2 short al = strlen(a);
ource code gra S peintd
4 *out = (char *) malloc(al+bl);
- 5 if (al)
6 memcpy(*out, a, al);
representation DT
8 memcpy (*out+al,b,bl);
. 9 return al + bl;
* Recently some papers used various graph } :
representation such as AST —»
« AST: abstract sytax tree NES = '
CFG —» 1 2
* CFG: control flow graph DEG —» :
+ DFG: data flow graph ’
+ PDG: program dependency graph short char *a char *b
+ CAG: compact abstract graph ReturnType Parameter Parameter
1 N a
4 char * _ a _ char * _ b [,
ParameterType| = |Identifier] = |ParameterType| = |Identifier -

= R = - j\___“\\
= ethochec laration b
7/ ‘-‘
14
"

5

I
: BlockStmt

.

parameters

/

modifiers| Y g Primitive 4 impleName.
Modifier, keyword ) = SR% D
Modifier) key!u, » tn;e 4 dentifie

-

statements

\ ForEachStmt

Variable NameExpr, lockStmt,
= DeclExpr, ) (SimpleName, || statements,
N \variable identifier ExprStmt

Parameter

Variable
DeclExpr,
variable

KeturnStmt,
NameExpr,
SimpleName,
identifier

= o

VariableDecl |
\ Primitive, type/
\| SimpleName, identifier|
! \EntegerLiteralExpr,

I,' ; \ value
1] g el
CAG | B

\
T=
\

xSsignExpr | NameExpt)
SimpleName, identifier|
operator | NameExpr,
impleName, identifie

Primitive, type|
SimpleName,
identifier
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Hoppity: Learning to Fix Bug

 Elizabeth Dinella et al., “Hoppity: Learning Graph Transformations To Detect And Fix Bugs In
Programs.” ICLR'2020
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function add(a) { a + b; } . ————= . function add(a, b) { a + b; }, ;o — function add(a, b) { return a + b; } Text Editor
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