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* Changjiang Li et al., “Seeing is Living? Rethinking the
Security of Facial Liveness Verification in the Deepfake Era.”

B SN TV SEREHRERIIDAPIY — E 22 R (.
F4—T - JTAOERKRGRNT & &R

* Logan Blue et al., “Who Are You (I Really Wanna Know)?
Detecting Audio DeepFakes Through Vocal Tract
Reconstruction.”
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(1) &4k %50 (liveness detection)
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(2) 7« —7 - Jx 1% (deepfake spoofing detection)
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(B#) Changjiang Li et al. (2022) Figure 2 9
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(B#l) Changjiang Li et al. (2022) Figure 2 10
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Liveness Type
Video
Platform Image Type Common Detection
Silence ' 'VDiCE _ | Action Anti- C:}herapce Replay
Voice Cide Voice Default Lip Action Default Action deepfake Detection Attack
Length Code Code Language Length Action Ty Detection Detection
Range  Type Length Detection Range Length ype
Blink, Turn Right
BD ® ® 3.6 Digis 3-6 O 1.3 1.3 unleftlokUp g O o
- Chin Down,
Turn Right and Left
T @ @ -6 Digits 4 ) -2 2 Opi“ﬂ‘c;mh 0 O O
r‘ Turn Left, Turn Right, r
HW ® O © 1-4 ! Blink, Open Mnu%h O O o
cw @ O 4-6 Digits 4-6 O O O O o
ST O o 4 Digits 4 O O O O o
iFT @ O O O O O o

Table 1: API intelligence collected from cloud platforms. @ denotes full support; € denotes partial support; O denotes no support.

(B#l) Changjiang Li ef al. (2022) Table 1
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* Changjiang Li et al., “Seeing is Living? Rethinking the
Security of Facial Liveness Verification in the Deepfake Era.”
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Logan Blue et al., “Who Are You (I Really Wanna Know)?
Detecting Audio DeepFakes Through Vocal Tract
Reconstruction.”

ANEDREAN I LESS1L—RUT Ty~ -
IIA UL LB EREESRE CRBBFHZIRE




ABIDFFEZE

- NEIDOFERFISHRE (JESESZRFD
« TDHDZEN (FE) Z=&HMh
U TCENED
- Deepfakeld. _EECD¥iEEH]
(BFEREVR®RNE) Z2=2=

L CUVELY

(Z#1) Logan Blue et al. (2022) Figure 1. H3 18R 15



FrREEDET )L

PIEOAA EERDRNZ AR TIF (T

DEEF)UE

|
| ug uy
: o Positive flow ~
> <« : >
Negative flow ;
- up
uO
Has
/ @/ ug” (11 uf
> >
Ads A
- A A A ey A,
11
L1, L La Ls Le
L <+ < <
3 Ug (1-1%) u;

(E#) Logan Blue et al. (2022) Figure 3-5



RAZINS FEE DA E HETE
BRI CRARE S, 99% EDMETT « —F - I A O%#R:

" N —

| |
| | | i
Sample FFT Subtract | | I I
| |

| | |
| nj—} 0| | | : :

| i | |
‘; N I o | | I |
o 2l i z “"."'l“l\" I | I :
2 10 il L 89011 "" 'v“‘“ —> | | : |

3 ‘ z2 N

¢l W >N > | | | |
~1oco AR AR R £ (i |\Qi‘ AN I I i I
it il L w ‘|| g-"‘\l“ Ir"" | | | |
! | | | I

kLl '\~ | v e e
| S ) ~ |
0 S0 10 1500 2000 0 00 M0 N0 A S0 0 100 000 3000 400 5000 e e e 1 T~ : i

Time (s) Frequency (Hz) Frequency {Hz}

Subtract

¢ 0 20 1D 40 5

T - Frequency {Hz}
Adiust ro<—| Y
——————————————————— Ao
\ min < error*,errorj \ el I /

(E#l) Logan Blue et al. (2022) Figure 6, 10 17

| | \\\J_ ________________ ]
| |
| : AT |
Transfer | | /] |
l, .1y ——>»| Function | | A |
— |
L i e |
ro + step, ..., 'n 'S [ | |/ I |
| / | |
| | / | |
ro- step,..rn = _|—|_|_ —> | L/ | |
1Y
—————————————————— | |
——————————————————— 1 | |
| |
| |
| |
| |




(BR)ST—T - JxaAo&ttFa1 U5+

- [ESR/ BNE/ ZEDIAS IBE (LD DDH D, ApET— -

71/1’/776':%%(0“5(_8:(1 KDE

%E(L_Tdé C‘.’.%l&gJ}Q%

° IJZO 1 : T’I/ jo jI/rgu_cJ:DubnE%Xﬁ&éﬂ%jAb’li
> 1R R omE _EXRFREE T O ADEHA L IC E—TEDRIE

> REETETILADHEINS tﬁ&?]‘ﬂ’]“‘“
5%’??3“ FL\T _EL_D | (TR,

« URD 2 : EIFQEAERED T — QT@O_CE FABEHAAN

ThDEZEEBAIT B LT, #NE
DEFTIFERRLKIRBDOIEEM

. fzﬁﬁ{%‘%uwﬁd)ﬂ%)\(i BDITFRUREZHUS ITDIDORTHRE

ST

SE DR D ATH

T I1REEHLEE )2 15

EEZBND, S#F. TNCNZTZEZZZMOANDS

rE. URD ﬁ[k’p"ﬁ@ﬁﬂn%b CIVADES

=Nd

18



