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TEE: Trusted Execution Environment
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_____________________________ + Ready for last call, no open issues
| '|,|' . f . | . » Near completion, reviewed
eriTiler . . * Draft text
S ’ Level of Completion in EAT Draft - Proposed, Interest n
- \I- Progress & change since IETF 110. Draft-10 In Github, but not draft
|
| Evidence of mmp B HW Identification B Nonce and Timestamps B GPS Location
| Composite Device OEM, model, version... Freshness, prevent replay
| Unique device identification ﬁ d i Verifi |
---------------------------------- [~ m o [ entify Verifier Input _
———————————————————————————————— [-----. e, ||-. SW Identification - CoSWID Endorsements, key ID, reference values... i Public Keys
Callect == | | .:'Iuthor, package, version.. Attestation of private keys on the
h h leasurement i i i
Clains [P > Bttesting |<-------- | fttester B |-. i Clonte‘.jxté Purpose, Plﬁf”el ‘ device (e.g., Android key store)
| [Enwironment | | P - i Security Characterization ntended use cases, profile claim
———————————————— | |<{----------] &ttester C |-. High-level OS, TEE, secure element,
| Targst || | ommmmemeoee- " TPM.. jg Submodules
| Environment (5] | |, |, Ammmmmmm e | .- ! HW subsystems, TEE, SW process and apps...
| | - | Evidence "------------ .
S ’ Y B Running State g Nested EATS
| Attesters Boot and debug state One signed EAT inside another
lead Btester b | yuia Internal Links or mmbgs Measurement of Running SW s
Runtime integrity check ﬁ Formal Device Certifications
. . For example, Common Criteria certification; format is GP’'s DLOA
Composite Device
------------------------------------------------------------------ SW Results
ﬁ Results of comparison of SW measurements to reference values
Figure 4: Composite Device

https://datatracker.ietf.org/doc/html/draft-ietf-rats-architecture-12
https://datatracker.ietf.org/meeting/111/materials/slides-111-rats-sessb-rats-session-1-slide-bundle-00
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