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“On the Internet, nobody knows you're a dog.”

Image from The New Yorker cartoon by Peter Steiner, 1993.
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Stancalone

Repackaging
1,083

DRRE (BFIL—F)

REMROVILY 2 7 DHBE
Malware Samples Markets Discovered
Oof T At Month
FakePlayer 6 N 2010-08
GPSSMSSpy 6 /| 201008
TapSnake 2 v/ 2010-08
SMSReplicator 1 v/ 2010-11
Geinimi 69 v 2010-12
ADRD 73 /| 201102
Pjapps 58 V4 2011-02
BgServ 9 N 2011-03
DroidDream 16 v |V 2011-03
Walkinwat 1 NV 2011-03
ZHash T v | | 201103
DroidDreamLight 46 N 2011-05
Endofday 1 V4 2011-05
Zsone 12 v |V 2011-05
BaseBridge 122 VA 2011-06
DroidKungFul 34 vV 2011-06
GGTracker 1 IV 2011-06
JSMSHider 16 NV 2011-06
Plankton 11 v/ 2011-06
YZHC 73 v | v | 201106
Crusewin 2 IV 2011-07
DroidKungFu2 30 v 2011-07
GamblerSMS 1 IV 2011-07
GoldDream 47 v 2011-07
HippoSMS 7 /| 201107
Lovetrap 1 v 2011-07
Nickyspy 2 IV 2011-07
SndApps 10 v 201107
Zitmo 1 vV [V 2011-07
CoinPirate 1 N 2011-08
DogWars 1 IV 2011-08
DroidKungFu3 309 N 2011-08
GingerMaster 4 V4 2011-08
NickyBot 1 N4 2011-08
RogueSPPush 9 V4 2011-08
AnserverBot 187 Vv 2011-09
Asroot 8 N 2011-09
DroidCoupon 1 Vv 2011-09
DroidDeluxe 1 vV 2011-09
Gone60 9 v/ 2011-09
Spitmo 1 vV 2011-09
BeanBot 8 Vv 2011-10
DroidKungFu4 96 N 2011-10
DroidKungFuSapp 3 Vv 2011-10
DroidKungFuUpdate 1 N 2011-10
FakeNetflix 1 V4 2011-10
Jifake 1 v 2011-10
KMin 52 vV 2011-10
RogueLemon 2 v 2011-10
Total 1260 14 | 44

Source) Y. Zhou and X. Jiang, “Dissecting android malware:
Characterization and evolution,” IEEE S&P 2012, pp. 95-109.

(OT.' OFFICAL ANDROID MARKET;
A¥: ALTERNATIVE ANDROID MARKETS )
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%1 JIL Application of Attack Potential to Smart Cards, version 2.9 Jan 2013
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board to implement cipher Virtex-5 FPGA die

control and glue logics, for
communicating with
Riscure Inspector

magnification lens

s R

Points of interest selection EM leakage location finding

S ome d e live rstru th b ut too cost ly Pics origin: “EM-scanning” by Albert Spruyt
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P Bl o ! e
Key rank (5M) Ghost peak dist.(8M) Intermediates corr. (3M)

Some cheaper but misleading
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4230

Data leakage

Samples showing statistical dependency between
intermediate (key-related) data and power consumption.

Spectral intensity (1) Input corr. (TM) Output corr. (1M)

riscure riscurc

HiFT) Jasper van Woudenberg, “Practicing the art and science of side channel and fault attacks,” Real World Crypto 2019.
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@R . X277 — g TPM (Trusted Platform Module)
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bower on HW

System FW verified by
TXT prior to boot

Source) Infineon

Consult Trusted 7 Launch VMs, OS, etc. 7
Platform Module to
unseal device

encryption key if

Hypervisor measured
by TXT

measurements match
Measure Measure Hypervisor
Firmware/BIOS == J
./ J ;
T% Hypervisor Hypervisor
HW HW HW

Unable to recover
encryption key so boot
annot proceed

Verify XenClient integrity, prevent offline
tampering of installation or configuration state
All XenClient configuration state is encrypted
Encryption key is sealed by the TPM, only
released if measurements match expected

System lockout.
Recovery key required.

HW

Source) Gal Sphantzer, “Implementing Hardware Roots of Trust:
The Trusted Platform Module Comes of Age,” A SANS
Whitepaper, June, 2013.
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