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4 AES 1/3
CAST-256 Feistel 128, 192, 256 bit 3 F
4 32 bit 128 bit 48
S-box 8 bit 32 bit 4
CRYPTON SPN 32 bit 64bit S-box  bit 256 bit bit
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DEAL Feistel 128, 192, 256 bit F XOR 64 bit DES
2 64 bit 128 bit F DES
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DFC Feistel 256 bit 2 2764 padding 256 bit 4
128 bit XOR Feistel XOR
2 64 bit 8 128 bit 8
6 bit 32 bit
E2 Feistel 128, 192, 256 bit F XOR byte
2 64 bit 128 bit
128 bit 16
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byte F 2-round SPN 16  S-box
10 S-box
FROG 3 8 40 bit 1,000 3 byte | 3
8 bit 4
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8
3 8
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8
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11- 8 bit - - 2 8 S-
box
S-box 4
16
MAGENTA Feistel 128, 192, 256 bit E XOR 64 bit
128 bit 2 128 bit E 64 bit F
64 bit Fast Hadamard Transform (FHT)
256 f
T
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128 192 bit 6 256 bit 8
MARS type-3 Feistel 128 1,248 ( 8 ) S-box XOR 7  Feistel
4 32 bit bit bit XOR
128 bit 8 S-box 8 bit 32 bit
bit 16 32 bit 40
S-box 9 bit 32 bit bit
E F
S-box SHA-1
32
RC6 2,040 bit bit 2w w 2r+4
XOR r
4 20
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128,192,256 bit S-box
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4 AES 3/3
SAFER+ 4 128, 192, 256 bit 4 1 2r+1 128 bit
128 bit 3 256 XOR 2 r 128 bit bias
45*mod 257 log,-X 4 256
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byte 256 - 8,12,16
XOR byte
16x 16 SAFER
SERPENT SPN 256 bit XOR 32 S-box 4 padding 256 bit
Bitslice implementation 128 bit bit bit S-box 33

S-box 8 DES S-box 128 bit
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TWOFISH Feistel 128,192,256 bit XOR F F g
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16
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6 AES 1/2
CAST-256 40 27\(-140) 48 27\(-122)  —
1 27\(-14)
CRYPTON 8 27\(-160) 8 27\(-128) S-box _
5 4
57n4 > 128
S-box 2/\(-5) S-box 27\(-4)
DEAL 6 2770 Lucks (1998) 6 192
27121 DES bit DEAL 2733
8 27145
DFC 27110 2792 2748 _—
E2 9 27\(-140.34) 9 27\(-131.52) 3  —
F 27(-23.39) F 27(-21.92) S-box
S-box 27 (-4.67) S-box 27(-4.38) 7 F 40
S-box
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LOKI97 14 27(-141) _ Rijmen and Knudsen(1998)
2756
1 27\(-11)
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27\(-40) 2764
DES f 0.6
2733
2797
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T 27\(-20)
MARS 27280 27128 Saarinen (1998) 160 bit
2716
E F 4 27\(-69) 1248 bit
27(-9) 2732
16 27\(-240)
RC6 18 2\(-264) 18 RC6 _—
27182
RIJNDAEL 8 27\(-350) 8 27\(-300) e
S-box 27\(-7) S-box 2\(-6)
SAFER+ 6 SAFER+ 3 SAFER+ —_—
5 2.5
27\(-128)
SERPENT 6 27\(-58) 24 2\(-109) _—
24 27\(-232) S-box
3”™r 5 243
TWOFISH 7 TWOFISH 27131 12 TWOFISH 27121 S-box _—
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C JAVA
Borland C++5.0 | MSV C 5.0 JDK
CAST-256 14M 47M Borland C++ NIST
14M 47M Pentium 11 300MHz, WindowsNT4.0
<9090> <4130>
CRYPTON 51M 62M MSV C 5.0 Pentium Pro 200MHz, 32MB RAM, Windows95
51M 62M
<325> _
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DES 1/7
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E2 36M 61M 11M Borland C++ NIST
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SERPENT 15M 583K Borland C++ NIST
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<10300> <8000> <12700> Pentium Pro 200MHz, 64MB RAM, Windows95
1. NIST CPU Pentium Pro 200MHz 64MB RAM OS Windows95 IBM PC ANSI C Borland C++5.0
JAVA JDK 1.1
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3. 128 bit 128 bit
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