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channel of the type which communicates a message from a transmitter to a receiver, the
improvement characterized by: providing random numbers at the receiver; generating from said
random numbers a public enciphering key at the receiver; generating from said random
numbers a secret deciphering key at the receiver such that the secret deciphering key is directly
related to and computationally infeasible to generate from the public enciphering key;
communicating the public enciphering key from the receiver to the transmitter; processing the
message and the public enciphering key at the transmitter and generating an enciphered
message by an enciphering transformation, such that the enciphering transformation is easy to
effect by computationally infeasible to invert without the secret deciphering key; transmitting
the enciphered message from the transmitter to the receiver; and proceeding the enciphered
message and the secret deciphering key at the receiver to transform the enciphered message
with the secret deciphering key to generate the message." 0000000000
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165 O 00 230000 0"A method for establishing cryptographic communication comprising
the step of: encoding a digital message word signal M to a ciphertext word signal C, where M
corresponds to a number representative of a message and 0</= M </= n-1 where n is a composite
number of the form n = plg where p and q are prime numbers, and where C is a number
representative of an encoded form of message word M, wherein said encoding step comprises the
step of: transforming said message word signal M to said ciphertext word signal C whereby C
identical = M<e> (mod n) where e is a number relatively prime to (p-1), (g-1)."0 0 0O
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polynomial f(x,m) (mod n), where x is an integer random number, m is a document to be
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% 0000 90000 0"A process for product block ciphering a block of data represented by a
combination of binary digits under control of a cipher key represented by a combination of
binary digits comprising the steps of: a. storing said block of data bits in a first store means, b.
linearly transforming said cipher key by rearranging a portion of said cipher key combination of
binary digits, c. duplicating predetermined ones of the data bits of said block of data bits to
provide an expanded block of data bits consisting of said duplicated data bits and said block of
data bits, said expanded block of data bits being equal in number to the number of said
transformed cipher key bits, d. carrying out a substitution transformation function in
accordance with said expanded block of data bits and said transformed cipher key bits to
produce a substitution set of bits represented by a combination of binary digits equal in number
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