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Federal Reserve is Evaluating Triple DES

ST. LOUIS--The Federal Reserve is evaluating an advanced application
of the Data Encryption Standard (DES), known as Triple DES, to protect
data that are transmitted electronically between the Federal Reserve
Banks and between the Federal Reserve and financial institutions.
Federal Reserve officials said that if the new standard proves

effective, an announcement about actual implementation can be expected

in early 1998.

The Federal Reserve is an active participant in the X9 committee of

the American National Standards Institute (ANSI), which is completing
a standards document for Triple DES. "Our active role in developing
improved data security techniques, of which Triple DES is one
component, helps provide assurance that transactions with the Federal
Reserve will continue to be safe and secure from cryptographic crime,”
said Bruce J. Summers, director of automation resources for the

Federal Reserve. "This year we will be testing Triple DES and working
on an implementation plan, coordinating with vendors of encryption

products and our customers."

The Federal Reserve currently uses DES to secure electronic
information and will spend the next several months completing its
analysis of Triple DES. "Triple DES significantly increases data
security because it invokes DES three times,"” Summers said. "With
each iteration, it is possible to use a different encryption key

value, which results in a longer overall key value that is far more



resistant to attack.” Certain Triple DES operating modes are also
compatible with the Fed's current DES implementations, which will

ensure a smoother transition for Federal Reserve customers.

The Fed is also following a National Institute of Standards and
Technology (NIST) project to develop an advanced encryption standard
to eventually replace DES. Summers believes that, while the Fed
should closely monitor such activities and study other options being
developed, it must be at the forefront of data security

implementations and be prepared to use Triple DES to provide continued
security until a new standard is ready. "Our evaluation of Triple DES

is a continuation of the Fed's efforts to ensure that the highest

levels of security are applied to Federal Reserve operations and

payment services," said Summers.



