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H Vulnerability of Biometric Authentication and Liveness
Detection

[l Masashi Une

Ml Deputy Director, Center for Information Technology
Studies, Institute for Monetary and Economic Studies, Bank
of Japan

Bl We introduce recent research results regarding a
vulnerability of biometric authentication systems that the
systems falsely accept a forged biometric sample presented
by artifacts. Furthermore,we describe several liveness
detection methods as one of major countermeasures
against the vulnerability and show future research topics on

the liveness detection methods.
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